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A execf il 1% & catchpoint 5.4
A & %78 R 1% & catchpoint 5.5
i 13 4 ptrace 8 i 1% & catchpoint#% ##anti-debugging 4 #2 /5 5.6
ITHP 6
ATPPASCIIA= 5 54 F4F % 6.1
TPSTLE R FH AR 6.2
TP RFAFHAS 6.3
P APIEEEELER 6.4
TP F e & 31 T Az 6.5
TP R R T 2 A 6.6
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TP HATENMR 6.8
ITep T8y XA fe BT 2 A 6.9
ITE N 75 6944 6.10
3T 6P R XA AT 6.11
FATATE — A MR R B 6.12
Ja ROk X AT I 2 R 6.13
FER VAN PN 6.14
R SR\ 6.15
RRFHETERAFGE L 6.16
TR AW F T F 69 4A 6.17
% #4542 7
IR E BT AL 71
KT A2 7.2
F] B R AR A A AL A T A2 7.3
b & B ARG B 7.4
f£Solaris £4% Flmaintenance® 4 & & &4213 & 7.5
TR TARAER FHAik BT 6 7.6
ARF—NEAREAT 7.7
1% F“$_thread” % = 7.8
—gdba i ¥ Bl iR % 2 7.9
IR AR E R A 7.10
1% F1“$_exitcode” % & 7.11
core dump L 8
A X # A2 4 core dump ST 8.1
e B 7T AT A2 5 F2 core dump T4 8.2
L% 9
% EIC R AR X 9.1
1 B0 B — KL R A AT A 9.2



1004~gdb 455

B #h KL Yk G B AT 89 RS 9.3

P4 R AZ T Ao L G 45 Sk At A R 9.4
LR BPATHICL RIS 9.5
TP 5 35 1A 9.6

L T AR T RS LB A 9.7
KE AR 09 AT 10
R T & 0E 10.1

% E T ZME 10.2
1'I>€‘i'>'§PCfrf§L B OR:N 10.3
oAt B 38 AL B #uf 10.4

1% J W a4 F 69 AT 10.5
%&ﬁﬁﬁ&&%~ # A 10.6
BN 11
o R AL NE L R ERN 11.1
25 R AN ZGH T 11.2
125 R AN ZTATHIE 512 & 11.3
5 R AN T Tz 5 28R FRE 11.4
AL R EAE 5 11.5

1 H“$_siginfo” X & 11.6
*rFE 12
LT REFMEERE 12.1

W$ 13
. & gdb init ST # 13.1
AT A% 77 X ARAT B AR ST 13.2
VR & s 13.3

T TAF 14
B R A E RIS 14.1

B ERR LG A 14.2

A AL 15
# A Fe ik H B AL R @ 15.1

I TRICAERAE 2 15.2
ETrFERE D 15.3
PEE T K] 15.4
BN 16
A AT 8 IR B9 A X 16.1

I EHMAE R F1Z 8 16.2

1 R 4 A9 45 EJﬁ/:‘\ 16.3

£ gdb F #ATshell4 4 Frmake 16.4
££gdb ¥ AT cdFepwd 4 16.5
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8% : hellogcc
k% 1 100-gdb-tips
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#*73

% A gdbif » 4w R A& FgdbRAE & 0 TTAE A“ show version "4

J

(gdb) show version

GNU gdb (GDB) 7.7.1

Copyright (C) 2014 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/license:
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law. Type "show ¢
and "show warranty" for details.

This GDB was configured as "x86_64-pc-solaris2.10".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".

Type "apropos word" to search for commands related to "word".

I

|

£ Jgdb 5t

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Help.html#index-GDB-version-number

£ ~gdbrrixta X1z &

= E&]
’ﬁi}ﬂgdbﬂj’ ’ 'ﬁ‘j 7@ éﬁgdb#&#l#ﬂ 9—(49 0 _‘;J‘Vl’fi}ﬂ“ show Copying ”é[;,\/,‘\)\:

(gdb) show copying
GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org,
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The GNU General Public License is a free, copyleft license for
software and other kinds of works.

The licenses for most software and other practical works are des:
to take away your freedom to share and change the works. By contre
the GNU General Public License is intended to guarantee your freedc
share and change all versions of a program--to make sure it remain:
software for all its use

(| E— o]

AA“ show warranty "a 4 :



(gdb) show warranty
15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY
APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYR:
HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT W/
OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITE
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICI
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE
IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE C(
ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WR:
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR (
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLI
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT (
USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO I
DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU (
PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGF
EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBII
SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provide
above cannot be given local legal effect according to their terms,
reviewing courts shall apply local law that most closely approximat
an absolute waiver of all civil liability in connection with the
Program, unless a warranty or assumption of liability accompanies :
copy of the Program in return for a fee.

4 ] 2l
% Rgdb 5 #F o

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Help.html#index-GDB-version-number

)= R N Y

nu

QN

1§

$ gdb

GNU gdb (GDB) 7.7.50.20140228-cvs

Copyright (C) 2014 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/license:
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law. Type "show ¢
and "show warranty" for details.

This GDB was configured as '"x86_64-unknown-linux-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".

Type "apropos word" to search for commands related to "word".

1 2

J

FES]

gdbﬁ)éi B 4 & 7 de EXMBRTEEL -
e RFABEFEAMS & MTOMEA -q LR TREE X

$ gdb -q
(gdb)

R =T At~/ bashrcF > Agdbk E— M55 :
alias gdb="gdb -qg"
#1 % gdb T A

Xmj


https://sourceware.org/gdb/onlinedocs/gdb/Invoking-GDB.html#Invoking-GDB

~

gdbik H B R & R4 R12 A

#**3
gdb /2 & i B 23R R

A debugging session is active.
Inferior 1 [process 29686 ] will be killed.

Quit anyway? (y or n) n

o R LB R FEAME L > BT lEgdb P AL A 4o T 4 Adedd 13 & X3
(gdb) set confirm off

A7 LA 3 A A e B gdbinit ST 2 o

nanxiao
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#*73

A % gdbdn 15 &4 S B > gdbaH AT 0 AT
FF“ ---Type <return> to continue, or q <return> to quit--- "R
7]’:4%_:\_; ’ 'ﬁ"—‘F@ﬁ}Tﬂ? .

81 process 2639102 oxffe4af84 in _ lwp_park () from /usr/lib,
80 process 2573566 oxffe4af84 in __lwp_park () from /usr/lib,
---Type <return> to continue, or q <return> to quit---Quit

| E— o]

fR ki AR set pagination off " #H“ set height 0 "# 4 o XA gdbit
SN E 0 FPRREHIT o
= RgdbF #.

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Screen-Size.html
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5]t 48 4
%] 1

#include <stdio.h>
#include <pthread.h>
void *thread_func(void *p_arg)

{
while (1)
{
sleep(10);
}
3
int main(void)
{
pthread_t t1, t2;
pthread_create(&tl, NULL, thread_func, "Thread 1");
pthread_create(&t2, NULL, thread_func, "Thread 2");
sleep(1000);
return;
}

 ES]

1% Flgdb KA » £ A“ info functions "4 47T ¥AF| & T AT B9 FT A R 3
o A AR AD A 1]



(gdb) info functions
All defined functions:

File a.c:
int main(void);
void *thread_func(void *);

Non-debugging symbols:

Ox0805079c _PROCEDURE_LINKAGE_TABLE_
0x080507ac _cleanup@plt

0x080507bc atexit

0x080507bc atexit@plt

0x080507cc __ fpstart

0x080507cc __ fpstart@plt

0x080507dc exit@plt

0x080507ec _ deregister_frame_info_bases@plt
0x080507fc _ register_frame_info_bases@plt
0x0805080c _Jv_RegisterClasses@plt
0x0805081c sleep

0x0805081c sleep@plt

0x0805082c pthread_create@plt
Ox0805083c _start

0x080508b4 _mcount

0x080508b8 _ _do_global_dtors_aux
0x08050914 frame_dummy

0x080509f4 _ do_global_ctors_aux
0x08050a24 _init

0x08050a31 _fini

T B 2] REJR A AR F R RS &6 R o

A I S LAFEN LXK 0 “ info functions regex s XA
B aE N &k K 8GR F G AR 0 e

(gdb) info functions thre*
All functions matching regular expression "thre*":

File a.c:
void *thread_func(void *);

Non-debugging symbols:
0x0805082c pthread_create@plt

A Elgdb R 25| L F L2 thre "8R4 o


https://sourceware.org/gdb/onlinedocs/gdb/Symbols.html
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AT AF TR L0 S %K

1§

#include <stdio.h>

int func(void)

{
return 3;

}

int main(void)

{ .
int a = 0,
a = func();
printf("%d\n", a);
return 0O;

}

 ES]

1% M gdbi K& 2] R 4 - 4 Mstepr & (H B As) TARANKE (HELA AR
KA &) o A @KL 41

(gdb) n

12 a = func();

(gdb) s

func () at a.c:5

5 return 3;

(gdb) n

6 ¥

(gdb)

main () at a.c:13

13 printf("%d\n", a);

T XA Bl gdbi#t A T funciR 4K o

T E Anextd 4 (BEHn) FHEARE > gdb2F REMTR > BEFT—H7H
AT B AL ARG



(gdb) n

12 a = func();

(gdb) n

13 printf("%d\n", a);
(gdb) n

3

14 return 0;

T LA Bl gdb & A # Afunc 3k o
& Lgdb 5 #t

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Continuing-and-Stepping.html

AL
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\/

:foxx;f:ég;iglii‘ a'uq.ﬁﬁ

1§

#include <stdio.h>
#include <pthread.h>

typedef struct

{ .

int a,;

int b;

int c;

int d;

pthread_mutex_t mutex;
}ex_st;

int main(void) {
ex_st st = {1, 2, 3, 4, PTHREAD_MUTEX_INITIALIZER};
printf("%d,%d,%d,%d\n", st.a, st.b, st.c, st.d);
return 0O;

 ES]

KT > gdb 2 AT & K15 &89 %k o WL E @RS A 4] :

(gdb) n

15 printf("%d,%d,%d,%d\n", st.a, st.b, st.c, st.d);
(gdb) s

1,2,3,4

16 return 0O;

T VA Bl & Tprintf & 2R 4 18X 45 & 0 FTA“s™ 4 (sA“step”®B 5 ) ik A
printf & 4 ©

T A # AT set step-mode on™4 4 » XA gdbih R & Bhit KA XIS B8 R4



(gdb) set step-mode on

(gdb) n

15 printf("%d,%d,%d,%d\n", st.a, st.b, st.c, st.d);
(gdb) s

0x00007ffff7a993b0® in printf () from /1ib64/l1ibc.so0.6

(gdb) s

Ox00007ffff7a993b7 in printf () from /1ib64/l1ibc.so0.6

T A Blgdbi# A T printf 2%k o 3T R 7T vAR I ERIC A2 5 89 7p ik TR R 4R

& Lgdb 5 #t

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Continuing-and-Stepping.html

iR hOE 72 R R 4
(ilhsh

#include <stdio.h>

int func(void)

{
int 1 = 0;
1+= 2,
i *= 10;
return 1i;

}

int main(void)

{
int a = 0;
a = func();
printf("%d\n", a);
return 0;

}

FES]

L #FRER—ABE  wRTBUGERIZTET » TAH A H RNBE -

H—AP A finish "4 BHERJRR SR EMITR » FHITHEREE » REFHFm

ANIET RG4S o L E@mRAS A .



(gdb) n

17 a = func();
(gdb) s

func () at a.c:5

5 int 1 = 0;
(gdb) n

7 i+= 2;
(gdb) fin

find finish

(gdb) finish

Run till exit from #0 func () at a.c:7
0x08050978 in main () at a.c:17

17 a = func();

Value returned is $1 = 20

TUA R S RBRELERIR func HEKE > HATZC finish "4 > gdb AT 4
R 19207 REWFAME -

& gdb 5 #t

H=F A return "H 4 IHEJIR TSR ERIT T @NES] » MALEHFRS o 4,
TR return expression "4 448 & XA AGR EE o 750 L@ K B

(gdb) n

17 a = func();

(gdb) s

func () at a.c:5

5 int 1 = 0;

(gdb) n

7 1+= 2,

(gdb) n

8 i *= 10;

(gdb) re

record remove-inferiors return reverse
refresh remove-symbol-file reverse-continue reverse
remote restore reverse-finish reverse

(gdb) return 40
Make func return now? (y or n) vy
#0 0Ox08050978 in main () at a.c:17

17 a = func();
(gdb) n
18 printf("%d\n", a);
(gdb)
40
19 return 0O;
J S— o]

TAE B return " AR E T RFOFAS AT HIAY R EE o

# % Rgdb T #t


https://sourceware.org/gdb/onlinedocs/gdb/Continuing-and-Stepping.html
https://sourceware.org/gdb/onlinedocs/gdb/Returning.html#Returning

nanxiao



B H AT R 5L
¥

#include <stdio.h>
int global = 1;

int func(void)

{
return (++global);

3

int main(void)

{
printf("%d\n", global);
return 0O;

}

ES]

1% A gdbifRAL B » T XA4E A call "&“ print "4 BIER A RKF AT o A E
&AL A1)

(gdb) start
Temporary breakpoint 1 at 0x4004e3: file a.c, line 12.
Starting program: /data2/home/nanxiao/a

Temporary breakpoint 1, main () at a.c:12

12 printf("%d\n", global);
(gdb) call func()

$1 = 2

(gdb) print func()

$2 = 3

(gdb) n

3

13 return 0O;

TAK B ATH R func %45 ° global B9ME TR 3 ©
% Jgdb 5 #t.


https://sourceware.org/gdb/onlinedocs/gdb/Calling.html
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AT R BCER M &
] -F

#include <stdio.h>
int func(int a, int b)

{
int ¢ = a * b;
printf("c is %d\n", c);
}
int main(void)
{
func(1, 2);
return 0;
}
F7

A\

1% FgdbiBXAZ B » T A& A 1 frame "4 (i & info # 4% %) -
FOERMAZ & o A E@mAF A B

&

Breakpoint 1, func (a=1, b=2) at a.c:5

5 printf("c is %d\n", c);

(gdb) 1 frame
Stack level 0, frame at Ox7fffffffe590:

rip = 0x40054e in func (a.c:5); saved rip = 0x400577
called by frame at Ox7fffffffe5a0

source language c.

Arglist at ox7fffffffe580, args: a=1, b=2

Locals at ox7fffffffe580, Previous frame's sp is Ox7fffffffe590
Saved registers:

rbp at ox7fffffffe580, rip at Ox7fffffffe588
(gdb) 1 registers

rax 0x2 2
rbx Ox0 0
rcx 0x0 0
rdx Ox7fffffffe688 140737488348808
rsi Ox2 2
rdi Ox1 1
rbp OX7fffffffe580 OX7fffffffe580
rsp OX7fffffffe560 OX7Tffffffe560
r8 Ox7ffff7dd4e80 140737351863936
ro Ox7ffff7dea560 140737351951712

rie Ox7fffffffe420 140737488348192



rii Ox7ffff7a35ddo 140737348066768

riz 0x400440 4195392

ri3 OX7fffffffe670 140737488348784
ri4 Ox0 (0]

ris Ox0 (0]

rip 0x40054e 0x40054e <func+24>
eflags 0x202 [ IF ]

(o1 0x33 51

Ss 0x2b 43

ds 0x0 0

es Ox0 0

fs 0x0 0

gs Ox0 0

(gdb) disassemble func
Dump of assembler code for function func:

OX00000OOOOE400536 <+0>: push %rbp
OX00000OOOEE400537 <+1>: mov %rsp,%rbp
OX00000OOOOE40053a <+4>: sub $0x20, %rsp
OX00000OOOOE40053e <+8>: mov %edi, -0x14(%rbp)
OX0000000000400541 <+11>: mov %esi, -0x18(%rbp)
OX000000OOO0400544 <+14>: mov -0x14(%rbp), %eax
OX00000OOOOE400547 <+17>: imul -0x18(%rbp), %eax
OXx000000000040054b <+21>: mov %eax, -0x4(%rbp)

=> Ox000000000040054e <+24>: mov -0x4(%rbp), %eax
0X0000000000400551 <+27>: mov %eax, %esi
0X0000000000400553 <+29>: mov $0x400604, %ed1i
0X0000000000400558 <+34>: mov $0X0, %eax
0Xx000000000040055d <+39>: callg 0x400410 <printf@plt>
0X0000000000400562 <+44>: leaveq
0X0000000000400563 <+45>: retq

End of assembler dump.

K B HATC 1 frame "9 45 0 ME T B ATRBOERM A > BEFHE
o BRTEFHABRMBFFZE > TUANRENFE S GEF XYL RIEESF—
T o
% Wgdb -t

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Frame-Info.html

A7 PP B R 3R AR LS B
7] -F

#include<stdio.h>
void a(void)

{
printf("Tail call frame\n");
}
void b(void)
{
a();
}
void c(void)
{
b();
}
int main(void)
{
c();
return 0;
b
#

L MNHRRIE—FIASRIRAR B I —NRHN s FREACE AR FRET T AR
J& AR 6 K FCR EEAE A R # 0 R &4 0 XARZAEAA (Tailcall) ” o A L
WAL A B > RiERF (BEA-0)

gcc -g -0 -o test test.c

& & main HICLCRAA



(gdb) disassemble main
Dump of assembler code for function main:

OX0000000000400565 <+0>: sub $0x8, %rsp
OX0000000000400569 <+4>: callg 0x400536 <a>
OX000000000040056e <+9>: mov $0x0, %eax
OX0000000000400573 <+14>: add $0x8, %rsp
OX0000000000400577 <+18>: retq

TAEE main JREHEAMT R a >  RAFERE R b R ¢ YT o
fHE a ATRAT EW & 5 RZFASEG o ATERMERMAS A

(gdb) i frame
Stack level 0, frame at Ox7fffffffe590:

rip = 0x400536 in a (test.c:4); saved rip = 0x40056e

called by frame at Ox7fffffffe5a0

source language c.

Arglist at ox7fffffffe580, args:

Locals at ox7fffffffe580, Previous frame's sp is Ox7fffffffe590
Saved registers:

rip at ex7fffffffes588

A RE R 0948 %143 & o

TA% E“ debug entry-values "0 A JEQEGAE » AR T 47 i 3B 69 R EOE
WAZ B VAL o 38 ST LA S b BR R 6 48 A5 A

(gdb) set debug entry-values 1

(gdb) b test.c:4

Breakpoint 1 at 0x400536: file test.c, line 4.
(gdb) r

Starting program: /home/nanxiao/test

Breakpoint 1, a () at test.c:4
4 {
(gdb) i frame
tailcall: initial:
Stack level 0, frame at Ox7fffffffe590:
rip = 0x400536 in a (test.c:4); saved rip = 0x40056e
called by frame at Ox7fffffffe5a0
source language c.
Arglist at ox7fffffffe580, args:
Locals at ox7fffffffe580, Previous frame's sp is Ox7fffffffe590
Saved registers:
rip at ox7fffffffe588

TAE B E T tailcall: initial: "2 8 °



%

N
3

gdbF#t.
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https://sourceware.org/gdb/onlinedocs/gdb/Tail-Call-Frames.html

% 3 R FOE AR M
7] -F

#include <stdio.h>

int funci(int a)

¢ return 2 * a;

}

int func2(int a)

{
int ¢ = 0;
c = 2 * funcl(a);
return c;

}

int func3(int a)

{
int ¢ = 0;
c = 2 * func2(a);
return c;

}

int main(void)

¢ printf("%d\n", func3(10));
return 0O;

}

 E&]

FlgdbiR XA 50t > A2/ 4455 0 TTVAAY frame n "
P on AR A E@BEFAH
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A it RFORAM > 1



(gdb) b test.c:5

Breakpoint 1 at 0x40053d: file test.c, line 5.
(gdb) r

Starting program: /home/nanxiao/test

Breakpoint 1, funcl (a=10) at test.c:5

5 return 2 * a;

(gdb) bt

#0 funcl (a=10) at test.c:5

#1 0Ox0000000000400560 in func2 (a=10) at test.c:11
#2 0Ox0000000000400586 in func3 (a=10) at test.c:18
#3 0Ox000000000040059e in main () at test.c:24
(gdb) frame 2

#2 Ox0000000000400586 in func3 (a=10) at test.c:18
18 c = 2 * func2(a);

TR BAZPWIAEE 0 mAB K REMWMA R 0 M o PAT frame 2 w4 JE > LA
FEAME KT fun3 89 HEM o

LT VLR frame addr "¢ A AFRECERM 0 X P addr ZEAME o 54 L&
23 A

(gdb) frame 2

#2 0Ox0000000000400586 in func3 (a=10) at test.c:18

18 c = 2 * func2(a);

(gdb) i frame

Stack level 2, frame at Ox7fffffffe590:

rip = 0x400586 in func3 (test.c:18); saved rip = 0x40059e
called by frame at Ox7fffffffe5a0, caller of frame at Ox7fffffffe!
source language c.

Arglist at Ox7fffffffe580, args: a=10
Locals at Ox7fffffffe580, Previous frame's sp is Ox7fffffffe590
Saved registers:

rbp at Ox7fffffffe580, rip at Ox7fffffffe588

(gdb) frame Ox7fffffffe568

#1 0Ox0000000000400560 in func2 (a=10) at test.c:11

11 c = 2 * funcl(a);

J S

2R 1 frame "4 T lsnid ox7fFfffffe568 A& func2 7R HEAR M AL »
1€ 1 frame Ox7fffffffe568 "7 WAt132 2| func2 B9 RFEAM o

% Rgdb T 7t

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Selection.html#Selection

) L 2% 16 T b B 5k FOHE AR
(ilhsh

#include <stdio.h>

int funci(int a)

¢ return 2 * a;

}

int func2(int a)

{
int ¢ = 0;
c = 2 * funcl(a);
return c;

}

int func3(int a)

{
int ¢ = 0;
c = 2 * func2(a);
return c;

}

int main(void)

¢ printf("%d\n", func3(10));
return 0O;

}

 E&]

Fgdbifl XA 5B » BAFHAFE o T up n "&* down n A @ L@ T
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(gdb) b test.c:5

Breakpoint 1 at 0x40053d: file test.c, line 5.
(gdb) r

Starting program: /home/nanxiao/test

Breakpoint 1, funcl (a=10) at test.c:5

5 return 2 * a;

(gdb) bt

#0 funcl (a=10) at test.c:5

#1 0Ox0000000000400560 in func2 (a=10) at test.c:11
#2 0Ox0000000000400586 in func3 (a=10) at test.c:18
#3 0Ox000000000040059e in main () at test.c:24
(gdb) frame 2

#2 Ox0000000000400586 in func3 (a=10) at test.c:18

18 c =2 * func2(a);

(gdb) up 1

#3 0x000000000040059e in main () at test.c:24
24 printf("%d\n", func3(10));

(gdb) down 2
#1 0Ox0000000000400560 in func2 (a=10) at test.c:11
11 c =2 * funci(a);

A B WIEE » RMAT frame 2 "4 > k3] fun3 REL o HA M

T up 1 "4 bt 23] main Rk W E LB BHERMBH—E o
BZ 0 BIATC down 2 "G s XAMABERMBEH ZE c WRIRIE n o
M n KIAA 1.

A up-silently n "#=“ down-silently n "X A e d o
5“ up n "F“ down n "FARAET c EANE  FLITHEE A L@
25 A1)

(gdb) up

#2 0Ox0000000000400586 in func3 (a=10) at test.c:18
18 c =2 * func2(a);

(gdb) bt

#0 funcl (a=10) at test.c:5
#1 0Ox0000000000400560 in func2 (a=10) at test.c:11

#2 0Ox0000000000400586 in func3 (a=10) at test.c:18
#3 0Ox000000000040059e in main () at test.c:24
(gdb) up-silently
(gdb) i frame
Stack level 3, frame at Ox7fffffffe5a0n:
rip = 0x40059e in main (test.c:24); saved rip = Ox7ffff7a35ec5

caller of frame at Ox7fffffffe590
source language c.
Arglist at ox7fffffffe590, args:
Locals at ox7fffffffe590, Previous frame's sp is Ox7fffffffe5a0
Saved registers:
rbp at ox7fffffffe590, rip at Ox7fffffffe598



TAE B func3 133 main HEEARME > FEXAITH EMEEE -
% Wgdb - #t.
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fr B2 7% AR B BT R
1§

namespace Foo

{

void foo()

{
}
b

namespace

{

void bar()

{
}
b

#7
fgdbF > 4o R & 2xtnamespace Foo ¥ #foo & % B BT & » T AL 4w T4

(gdb) b Foo::foo

Yo R B E L ER T abar R FL BT & 0 T AL T4

(gdb) b (anonymous namespace): :bar

Xmj



JE A2 5 W hk b AT T

]
0000000000400522 <main>:

400522 55 push
400523 48 89 e5 mov
400526 8b 05 00 1b 00 00 mov
40052c 85 cO test
40052e 75 07 jne
400530 b8 7c 06 40 00 mov
400535 eb 05 jmp

1 —

#*7

%rbp

%rsp,%rbp
OX1boO(%rip), %eax
%eax, %eax

400537 <main+0x15>
$0x40067C, %eax
40053c <main+0xla>

2

BRIRICRmART » XA ZARRGEEORFE » B FL AR FHA LATH & » 7

%72 b *address

(gdb) b *0x400522

#H A& Jugdb T A

Xmj

o 15| 4m :


https://sourceware.org/gdb/onlinedocs/gdb/Specify-Location.html#Specify-Location

FEAZ A T & 3T B &
RIALF O
7 ik—

$ strip a.out
$ readelf -h a.out

ELF Header:

Magic: 7f 45 4c 46 02 01 01 GO0 0O OO OO 00 0O GO 0O 00
Class: ELF64
Data: 2's complement, little endian
Version: 1 (current)
0S/ABI: UNIX - System V
ABI Version: 0
Type: EXEC (Executable file)
Machine: Advanced Micro Devices X86-64
Version: ox1
Entry point address: 0x400440
Start of program headers: 64 (bytes into file)
Start of section headers: 4496 (bytes into file)
Flags: 0x0
Size of this header: 64 (bytes)
Size of program headers: 56 (bytes)
Number of program headers: 9
Size of section headers: 64 (bytes)
Number of section headers: 29
Section header string table index: 28

| S—

FiE=



$ gdb a.out

>>>

info files

Symbols from "/home/me/a.out".
Local exec file:

“/home/me/a.out’,
Entry point:

file type elf64-x86-64.
0x400440

OXx0000000000400238 - OXOOOOOOOOO0400254 is .interp
OXx0000000000400254 - OXOOOOOOOOO0400274 is .note.ABI-tag
0x0000000000400274 - OXOO0OO00000400298 is .note.gnu.build-id
OXx00000000A0400298 - OXOOOOOOOOBO4002b4 is .gnu.hash
OXx00000000004002b8 - OXOOOOOOOOO0400318 is .dynsym
Ox000000000N400318 - OXOCOEOEOOO0400355 is .dynstr
OXx000000OCNAEN400356 - OXOOOOOEOOOO40035e is .gnu.version
OXx000000LCNOEN400360 - OXOOOOOOOOOMO400380 is .gnu.version_r
OXx0000000NAEN400380 - OXOOOOOOOOOMO400398 is .rela.dyn
OXx000000OCNAN400398 - OXOOOOOOOOOO4003e0 is .rela.plt
OXO00ONOOOOOO4003e0 - OXOONOOOOOOOO4003fa is .init
OXx0000000000400400 - OXOCOCO00000400440 is .plt
OX000NOOOOOO400440 - OXOOOOOOOOOOE4005c2 is .text
OXO0POONOOOOOO4005c4 - OXOONOOOOOEOEOA4005cd is .fini
OXxO0POONOOEOOOE4005d0 - OXOOOOOOOOOAE4005e0 is .rodata
OX000000ONONN4005e0 - OXOOOOOOOOO0400614 is .eh_frame_ hdr
OXOPOOONOOOOO400618 - OXOOPOONONOOOEE40070c is .eh_frame
OXx000000000N600e10 - OXOOOOOOOOOO600el8 is .init_array
OXx0000000N0N600e18 - OXOOOOOOOOOO600e20 is .fini_array
OX0000000N0N600e20 - OXOOOOOOOOOO600e28 is .jcr
OXx0000000N0N600e28 - OXOOOOOOOOOO600TT8 is .dynamic
OX0000000000600Tf8 - OXOOOOOOOOO00601000 is .got
OX0000000000601000 - OXOOOCOCOOCO00601030 is .got.plt
OXx0000000000601030 - OXOOOOOOONONNON601040 is .data
OXx0000000000601040 - OXOOOOOOOONONON601048 is .bss

a - — 1]

3

LR R ZA RIRLE R E 0 BIEEAIT start 4L ERA R

(gdb) start

Function

4o R T gmiBmainfe T4k o AR L 7T AL AL B A 0 4h 4T BT &

"main"

not defined.

Agdb » #AT info files RAFA DAL KRG :

(gdb) b *0x400440
(gdb) r

o ki readelf HA#



e Xmj
e weekface


https://github.com/weekface

T2 SUAFAT 5 AT BT &

1§

/* a/file.c */
#include <stdio.h>

void print_a (void)

{
puts ("a");

}

/* b/file.c */
#include <stdio.h>

void print_b (void)

{
puts ("b");

}

/* main.c */
extern void print_a(void);
extern void print_b(void);

int main(void)
{
print_a();
print_b();
return 0O;

}

 E&]

BB L > R S AT POLE—ITATHTE > ¥ b linenum BT » 4
o

(gdb) b 7

BT AL XIEE X > b file:linenum #l4e :



(gdb) b file.c:6
Breakpoint 1 at 0x40053b: file.c:6. (2 locations)
(gdb) i breakpoints

Num Type Disp Enb Address What

1 breakpoint keep y  <MULTIPLE>

1.1 y 0Xx000000000040053b in print_a at

1.2 y 0Xx000000000040054b in print_b at
| E— o]

TAA d o gdba x AT A IR B 6y TR W& o R TR T (Fha) %420 %
R 548 B 69 T4

(gdb) b a/file.c:6

AT S
a4 BT & ?;t I

# % Rgdb5 #t

HAT R B R — AR R ERTRAESF  RAZHRE
%?33-6’77

Xmj


https://sourceware.org/gdb/onlinedocs/gdb/Specify-Location.html#Specify-Location

R G %1% B B 5

¥

$ gdb -g “which gdb"

Reading symbols from /home/xmj/install/binutils-trunk/bin/gdb. . .dot
(gdb) b gdb_main

Breakpoint 1 at 0x5a7af@: file /home/xmj/project/binutils-trunk/gdt
(gdb) b captured_main

Breakpoint 2 at 0x5a6bd0: file /home/xmj/project/binutils-trunk/gdt
(gdb) b captured_command_loop

Breakpoint 3 at 0x5a68b0: file /home/xmj/project/binutils-trunk/gdt

{ S— >

#*

72gdb P > T R A e T4 40591 BB S RE T &

(gdb) save breakpoints file-name-to-save

TS » T oA M 4o T o 4B 1% B R A 6 BT 5

(gdb) source file-name-to-save

(gdb) info breakpoints

Num Type Disp Enb Address What
1 breakpoint keep vy 0OX00000000005a7af® in gdb_main at ,
2 breakpoint keep vy 0X00000000005a6bd® in captured_mait
3 breakpoint keep y 0X00000000005a68b0 in captured_comr
J - o]
¥ % Wgdb T A
= 1]
BT BR

Xmj


https://sourceware.org/gdb/download/onlinedocs/gdb/Save-Breakpoints.html#Save-Breakpoints

1R B | B BT R

1§

#include <stdio.h>
#include <pthread.h>

typedef struct

{ .

int a,;

int b;

int c;

int d;

pthread_mutex_t mutex;
}ex_st;

int main(void) {
ex_st st = {1, 2, 3, 4, PTHREAD_MUTEX_INITIALIZER};
printf("%d,%d,%d,%d\n", st.a, st.b, st.c, st.d);
return 0O;

 ES]

ZA% Al gdbit » 4o RABEWT & R AR —K 0 T g A “tbreak’ 4 (%54 1 th) o
VAL @AL T A

(gdb) tb a.c:15
Temporary breakpoint 1 at 0x400500: file a.c, line 15.

(gdb) i b

Num Type Disp Enb Address What

1 breakpoint del vy 0X0000000000400500 in main at a.c::
(gdb) r

Starting program: /data2/home/nanxiao/a

Temporary breakpoint 1, main () at a.c:15

15 printf("%d,%d,%d,%d\n", st.a, st.b, st.c, st.d);
(gdb) i b
No breakpoints or watchpoints.

J S AL

B X F 15T R E GRS » BRFBES > A0 ("info breakpoints"4a
B) b LAM A RIBTERAT o LWk AW &GP —KGE » RAEMIRT o
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#include <stdio.h>

int main(void)

{ . .
int 1 = 0,
int sum = 0;
for (1 = 1; 1 <= 200; i++)
{ .
sum += i;
}
printf("%d\n", sum);
return 0O;
}

 ES]

gdb ™ A% B KA WT & 0 HihR AR KRR 0 BT R AARARR 0 4

Z“ break .. if cond " VA L @42 F A4 :

(gdb) start
Temporary breakpoint 1 at 0x4004cc: file a.c, line 5.
Starting program: /data2/home/nanxiao/a

Temporary breakpoint 1, main () at a.c:5

5 int i = 0;

(gdb) b 10 if i==101

Breakpoint 2 at 0x4004e3: file a.c, line 10.
(gdb) r

Starting program: /data2/home/nanxiao/a

Breakpoint 2, main () at a.c:10

10 sum += i;
(gdb) p sum
$1 = 5050

TUAERXEHERLE i 69454 101 B AR » LEATE sum #9154 5050 -
# % Rgdb 5 #t


https://sourceware.org/gdb/onlinedocs/gdb/Set-Breaks.html
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#include <stdio.h>

int main(void)

{ . .
int 1 = 0,
int sum = 0;
for (1 = 1; 1 <= 200; i++)
{ .
sum += i;
}
printf("%d\n", sum);
return 0O;
}

 ES]

X BB BAGE T BT B 0 -4 5Z“ ignore bnum count ”: &EAET
ﬂ”t count R% 54 bnum W7 RARR AR T 2L H > RA % count + 1 K
S AR A AL PR o WU L @mARF A

(gdb) b 10

Breakpoint 1 at 0x4004e3: file a.c, line 10.
(gdb) ignore 1 5

Will ignore next 5 crossings of breakpoint 1.
(gdb) r

Starting program: /data2/home/nanxiao/a

Breakpoint 1, main () at a.c:10
10 sum += i;

(gdb) p 1
$1 = 6

T AA BRE BT B AT 5 RARKR G 0 H— KRBT ABIER - ATH 1 AT 6 o
o R BIEBT B TR AZ > T count EA4 O :“ ignore 1 0 "°

# % Rgdb T #t


https://sourceware.org/gdb/onlinedocs/gdb/Conditions.html
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#include <stdio.h>
#include <pthread.h>
#include <unistd.h>
int a = 0;

void *threadl_func(void *p_arg)

{
while (1)
{
a++;
sleep(10);
}
}
int main(int argc, char* argv[])
{
pthread_t t1;
pthread_create(&tl, NULL, threadi_func, "Thread 1");
sleep(1000);
return 0O;
}

E&]

gdb ¥ ¥A4E B¢ watch "4 X ERR & > WAL —ANEZHELAE TN » 254
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(gdb) start

Temporary breakpoint 1 at 0x4005a8: file a.c, line 19.
Starting program: /data2/home/nanxiao/a

[Thread debugging using libthread_db enabled]

Using host libthread_db library "/1lib64/libthread_db.so.1".

Temporary breakpoint 1, main () at a.c:19

19 pthread_create(&tl, NULL, threadi_func, "Thread 1"
(gdb) watch a

Hardware watchpoint 2: a

(gdb) r

Starting program: /data2/home/nanxiao/a

[Thread debugging using libthread_db enabled]

Using host libthread_db library "/1lib64/libthread_db.so.1".
[New Thread Ox7ffff782c700 (LWP 8813)]

[Switching to Thread Ox7ffff782c700 (LWP 8813)]

Hardware watchpoint 2: a

0ld value 0

New value 1

threadl_func (p_arg=0x4006d8) at a.c:11
11 sleep(10);
(gdb) c

Continuing.

Hardware watchpoint 2: a

0ld value = 1

New value = 2

threadl_func (p_arg=0x4006d8) at a.c:11
11 sleep(10);

J S

TAFE| > A watch a "4 LG » % a B9ATIL 1 0 TR 1 o B 1 &
mo2 0 BREHETT R

s IMALFT AE B watch *(data type*)address XA &G4 5 E@mAL R A
11




(gdb) p &a

= (int *) Ox6009c8 <a>
(gdb) watch *(int*)0x6009c8
Hardware watchpoint 2: *(int*)0x6009c8
(gdb) r
Starting program: /data2/home/nanxiao/a
[Thread debugging using libthread_db enabled]
Using host libthread_db library "/1lib64/libthread_db.so.1".
[New Thread Ox7ffff782c700 (LWP 15431)]
[Switching to Thread Ox7ffff782c700 (LWP 15431)]
Hardware watchpoint 2: *(int*)0x6009c8

01ld value = 0
=1

New value =

threadl_func (p_arg=0x4006d8) at a.c:11
11 sleep(10);
(gdb) c

Continuing.

Hardware watchpoint 2: *(int*)0x6009c8

0ld value =1

New value = 2

threadl_func (p_arg=0x4006d8) at a.c:11
11 sleep(10);

FAFE| a 893ak 1 Ox6009c8 A watch *(int*)0x6009c8 "% E WK
B TUAE B F“ watch a "4k —# o

A BT AR T R R ARG 5 X SE AL BURT ARG AL o {2 2R 269 R
Hxiﬁﬁﬁ ZATARR » A FIEE o & LgdbF .

o R AR AR E91F 0 BX E QM B A LT 4T 45 & ¢ Hardware
watchpoint num: expr

Yo R R AL B 6GE T e T X E ¢ set can-use-hw-watchpoints

&AW R

BB ATATRE T PTAH WKL
info watchpoints

watch BT 1% & 69 BT & AL 7T VA B 324 87 & 69 604k 324] » 4= disable ~ enable ~ delete

nanxiao
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#include <stdio.h>
#include <pthread.h>

int a = 0;

void *threadl_func(void *p_arg)

{

while (1)
{
a++;
sleep(10);
}

}

void *thread2_func(void *p_arg)

{
while (1)

{

a++;
sleep(10);

3
int main(void)
{
pthread_t t1, t2;

pthread_create(&tl, NULL,
pthread_create(&t2, NULL,

sleep(1000);
return;

#75

threadi_func,
thread2_func,

"Thread 1");
"Thread 2");

gdb?T XA4% F1“ watch expr thread threadnum "4 4% & LI & R 445 @ S A2
A3 WHERA R T A threadnum HEABRATTTEMME BEA 15Tk -
EECRTEEXETENETSIERFARE o A L @425 4 fl:



(gdb) start

Temporary breakpoint 1 at 0x4005d4: file a.c, line 28.
Starting program: /data2/home/nanxiao/a

[Thread debugging using libthread_db enabled]

Using host libthread_db library "/1lib64/libthread_db.so.1".

Temporary breakpoint 1, main () at a.c:28

28 pthread_create(&tl, NULL, threadi_func, "Thread 1"
(gdb) n
[New Thread Ox7ffff782c700 (LWP 25443)]
29 pthread_create(&t2, NULL, thread2_func, "Thread 2"
(gdb)
[New Thread Ox7ffff6e2b700 (LWP 25444)]
31 sleep(1000);
(gdb) i threads
Id Target Id Frame

3 Thread ox7ffff6e2b700 (LWP 25444) 0x00007ffff7915911 in clot
2 Thread ox7ffff782c700 (LWP 25443) 0x00007ffff78d9bcd in nanc

* 1 Thread ox7ffff7fe9700 (LWP 25413) main () at a.c:31

(gdb) wa a thread 2

Hardware watchpoint 2: a

(gdb) c

Continuing.

[Switching to Thread Ox7ffff782c700 (LWP 25443)]

Hardware watchpoint 2: a

0ld value = 1

New value = 3

threadl_func (p_arg=0x400718) at a.c:11
11 sleep(10);
(gdb) c

Continuing.

Hardware watchpoint 2: a

0ld value 3

New value 5

threadl_func (p_arg=0x400718) at a.c:11
11 sleep(10);
(gdb) c

Continuing.

Hardware watchpoint 2: a

0ld value =5
New value = 7
threadl_func (p_arg=0x400718) at a.c:11
11 sleep(10);
J E— o]

TAEE > £ wa a thread 2 "4 ( wa £ watch #48%EE) UG A
A threadl func &K% a A4 kR FIET % o
FREZNAZIMANE T EEXEARAF XA SRR L4 £ & Rgdb
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#include <stdio.h>
#include <pthread.h>

int a = 0;

void *threadl_func(void *p_arg)

{
while (1)
{
printf("%d\n", a);
sleep(10);
}
}
int main(void)
{
pthread_t t1;
pthread_create(&tl, NULL, threadi_func, "Thread 1");
sleep(1000);
return;
}

E&]
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(gdb) start

Temporary breakpoint 1 at 0x4005f3: file a.c, line 19.
Starting program: /data2/home/nanxiao/a

[Thread debugging using libthread_db enabled]

Using host libthread_db library "/1lib64/libthread_db.so.1".

Temporary breakpoint 1, main () at a.c:19

19 pthread_create(&tl, NULL, threadi_func, "Thread 1"
(gdb) rw a

Hardware read watchpoint 2: a

(gdb) c

Continuing.

[New Thread Ox7ffff782c700 (LWP 5540)]
[Switching to Thread Ox7ffff782c700 (LWP 5540)]
Hardware read watchpoint 2: a

Value = 0
0x00000000004005c6 in threadl_func (p_arg=0x40071c) at a.c:10
10 printf("%d\n", a);
(gdb) c
Continuing.
0
Hardware read watchpoint 2: a
Value = 0
Ox00000000004005c6 in threadl_func (p_arg=0x40071c) at a.c:10
10 printf("%d\n", a);
(gdb) c
Continuing.
0
Hardware read watchpoint 2: a
Value = 0
OXx00000000004005c6 in threadl_func (p_arg=0x40071c) at a.c:10
10 printf("%d\n", a);
| S—

TUED > A rw a "% ( rw & rwatch 45 8%EE) VA » KRG
] a #9AARAIEARFIE T R o
FREZNA rwatch 4 AEMARIR &4 A3 0 & Rgdb T .
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#include <stdio.h>
#include <pthread.h>

int a = 0;

void *threadl_func(void *p_arg)

{
while (1)
{
a++;
sleep(10);
3
3
void *thread2_func(void *p_arg)
{
while (1)
{
printf("%d\n", a);;
sleep(10);
3
3
int main(void)
{
pthread_t t1, t2;
pthread_create(&tl, NULL, threadi_func, "Thread 1");
pthread_create(&t2, NULL, thread2_func, "Thread 2");
sleep(1000);
return;
}

#75

gdb ¥ 4% ¢ awatch "4 R EE SRR L » LR AL SR ETREERAELE
fEEg 4T A Bt > AR A54E o A L @mARF A



(gdb) aw a

Hardware access (read/write) watchpoint 1: a

(gdb) r

Starting program: /data2/home/nanxiao/a

[Thread debugging using libthread_db enabled]

Using host libthread_db library "/1ib64/libthread_db.so.1".
[New Thread Ox7ffff782c700 (LWP 16938)]

[Switching to Thread Ox7ffff782c700 (LWP 16938)]

Hardware access (read/write) watchpoint 1: a

Value = 0

0Xx00000000004005c6 in threadil_ func (p_arg=0x40076c) at a.c:10
10 a+t+;

(gdb) c

Continuing.

Hardware access (read/write) watchpoint 1: a

0ld value 0

New value 1

threadl_func (p_arg=0x40076c) at a.c:11

11 sleep(10);

(gdb) c

Continuing.

[New Thread Ox7ffff6e2b700 (LWP 16939)]
[Switching to Thread Ox7ffff6e2b700 (LWP 16939)]
Hardware access (read/write) watchpoint 1: a

Value = 1

Ox00000000004005f2 in thread2_func (p_arg=0x400775) at a.c:19
19 printf("%d\n", a);;

(gdb) c

Continuing.

1

[Switching to Thread Ox7ffff782c700 (LWP 16938) ]

Hardware access (read/write) watchpoint 1: a

Value = 1

0x00000000004005c6 in threadl_func (p_arg=0x40076c) at a.c:10
10 a++;

TUED > A aw a "4 ( aw & awatch F45M%EE) VA » HRIERKK
T a BJAASIERRFIET R o
FRE2FNL awatch o4 A SRR & A £ 0 5 RgdbT .

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Set-Watchpoints.html
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1t catchpoint R A& & — X

1§

#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <unistd.h>

int main(void) {
pid_t pid;
int 1 = 0;

for (i = 0; i < 2; i++)

{
pid = fork();
if (pid < 0)
{
exit(1);
}
else if (pid == 0)
{
exit(0);
}
}
printf("hello world\n");
return 0;

EE]

1 FgdbiR A2 58 » TTAMA“ tcatch "4 4% E catchpoint RAARA—XK » AL
AL 5 A )



(gdb) tcatch fork

Catchpoint 1 (fork)

(gdb) r

Starting program: /home/nan/a

Temporary catchpoint 1 (forked process 27377), 0x00000034e42acdbd :
(gdb) c

Continuing.

hello world

[Inferior 1 (process 27373) exited normally]

(gdb) ¢
1 — Ll
TUEE B RERES—KIAA fork B4 o
% Rgdb T #t.

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Set-Catchpoints.html

# fork A ] % & catchpoint

1§

#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <unistd.h>

int

FES]

1% Al gdb R XA F8F » T UR“ catch fork "¢

main(void) {
pid_t pid;

pid = fork();
if (pid < 0)
{

}
else if (pid > 0)

{

}
printf("hello world\n");

return 0;

exit(1);

exit(0);

& catchpoint * A L@#F A H| :

(gdb) catch fork

Catchpoint 1 (fork)

(gdb) r

Starting program: /home/nan/a

@A fork WAL

Catchpoint 1 (forked process 33499), 0x00000034e42acdbd in fork ()
(gdb) bt

#0 0Ox00000034e42acdbd in fork () from /1lib64/1ibc.so0.6

#1 0Ox0000000000400561 in main () at a.c:9

J

TAEE L fork AALRESE

3
& . B AT R AHP- UXﬁUGNU/Llnuxi%’%ﬂ&/\}J

:%ﬂgdb%%:


https://sourceware.org/gdb/onlinedocs/gdb/Set-Catchpoints.html

nanxiao



A vforkif i 1% & catchpoint

1§

#include <stdio.h>
#include <stdlib.h>
#include <sys/types.h>
#include <unistd.h>

int main(void) {
pid_t pid;

pid = vfork();
if (pid < 0)
{

}
else if (pid > 0)

{

}
printf("hello world\n");

return 0;

exit(1);

exit(0);

FES]

1% Flgdb B RXAZFBF » T AR catch vfork "4 4 vfork A%

B

catchpoint ° YA _E@A2F 4 fl :

(gdb) catch vfork

Catchpoint 1 (vfork)

(gdb) r

Starting program: /home/nan/a

Catchpoint 1 (vforked process 27312), 0x00000034e42acfc4 in vfork

from /1ib64/1ibc.so0.6
(gdb) bt
#0 0Ox00000034e42acfc4 in vfork () from /1lib64/1ibc.so0.6
#1 0Ox0000000000400561 in main () at a.c:9




TAEE S vfork MAKRERE gdb/\ﬁ"fﬂ'%ﬁi}{»éﬁlé T o
A% B A A A HP-UXA"GNU/Linux X #F Z A~ #¢ o
% Wgdb - #t.

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Set-Catchpoints.html

A exec Fl 1% & catchpoint

1§

#include <unistd.h>

int main(void) {

execl("/bin/1s", "1s", NULL);
return 0O;

#*

1%
B

1

Fgdbifl X258 » T AR catch exec "4 A exec A% ALK
catchpoint » A L@#A25F 4B :

(gdb) catch exec

Catchpoint 1 (exec)

(gdb) r

Starting program: /home/nan/a

process 32927 1is executing new program: /bin/ls

Catchpoint 1 (exec'd /bin/ls), 0x00000034e3a@0b00® in _start () fror
(gdb) bt

#0 0Ox00000034e3a00b0O in _start () from /1ib64/1d-1inux-x86-64.s0
#1 0Ox0000000000000001 in ?? ()

#2 Ox00007fffffffe73d in ?? ()

#3 0Ox0000000000000000 in ?? ()

— 2

?Wﬁﬁﬁem%lﬁmii s gdb & H xR 589 54T o
E% ¢ B A A A HP-UXF"GNU/Linux X #FZ A~ #¢ o
% Rgdb T 7t

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Set-Catchpoints.html

A & %78 K% & catchpoint

1§

#include <stdio.h>

int main(void)

{
char pi[] = "Sam";
char *p2 = "Bob";
printf("pl1 is %s, p2 is %s\n", pl, p2);
return 0O;
}

#*3

1% FlgdbifXALF B » T ¥A4E Al catch syscall [name | number] A %iE8 A%
A% E catchpoint » WA E@m# 5 A% :

(gdb) catch syscall mmap
Catchpoint 1 (syscall 'mmap' [9])
(gdb) r

Starting program: /home/nan/a

Catchpoint 1 (call to syscall mmap), Ox00000034e3al6f7a in mmap64 |
from /1ib64/1d-1inux-x86-64.s0.2

(gdb) c

Continuing.

Catchpoint 1 (returned from syscall mmap), Ox00000034e3al6f7a in mr
from /1ib64/1d-1inux-x86-64.50.2

j E— o

TAEE S mmap AKX AEE » gdba 15425 691847 o
AT VAE R A GOR R 8% 5% 8 catchpoint 3 L@AR )5 A Bl



(gdb) catch syscall 9

Catchpoint 1 (syscall 'mmap' [9])
(gdb) r

Starting program: /home/nan/a

Catchpoint 1 (call to syscall mmap), 0x00000034e3al6f7a in mmap64 |
from /1ib64/1d-1inux-x86-64.s0.2

(gdb) c

Continuing.

Catchpoint 1 (returned from syscall mmap), 0x00000034e3al6f7a in mr
from /1ib64/1d-1inux-x86-64.s0.2

(gdb) c

Continuing.

Catchpoint 1 (call to syscall mmap), 0x00000034e3al6f7a in mmap64 |
from /1ib64/1d-1inux-x86-64.s0.2

I 2]

TV B A4E A catch syscall mmap ZXRZ—46 o (RALAMNF %5 6k 4t
HE ARG xml XA ARG ARGAB » hit
f£ /usr/local/share/gdb/syscalls X# % T4 amd64-linux.xml ° )

e R AT BARG AR > WEAPTA N Z%AMNZE catchpoint » /3 L
AL A

(gdb) catch syscall
Catchpoint 1 (any syscall)
(gdb) r

Starting program: /home/nan/a

Catchpoint 1 (call to syscall brk), 0x00000034e3al618a in brk ()
from /1ib64/1d-1inux-x86-64.s0.2

(gdb) c

Continuing.

Catchpoint 1 (returned from syscall brk), 0x00000034e3al618a in brl
from /1ib64/1d-1inux-x86-64.50.2

(gdb)
Continuing.

Catchpoint 1 (call to syscall mmap), 0Ox00000034e3al6f7a in mmap64 |
from /1ib64/1d-1inux-x86-64.50.2

J E—

R.gdb-F #t.


https://sourceware.org/gdb/onlinedocs/gdb/Set-Catchpoints.html

100/~gdb /13473

nanxiao

A % %78 % B catchpoint

74



i 13 A ptraceif il % & catchpoint#% #Zanti-
debugging #7425

5

#include <sys/ptrace.h>
#include <stdio.h>

int main()

{
if (ptrace(PTRACE_TRACEME, 0, 0, 0) <0 ) {
printf("Gdb is debugging me, exit.\n");
return 1;
}
printf("No debugger, continuing\n");
return 0O;
}
| E— o]

 ES]

A AL A B gdb AR » B AR F FIRMAC ptrace "Rk 0 —EEREF X
W > BLIEBAAR )P E £ KgdbF R MM AL F B8R 0 TSR AERE o U E@EF Y
1) :

(gdb) start
Temporary breakpoint 1 at 0x400508: file a.c, line 6.
Starting program: /data2/home/nanxiao/a

Temporary breakpoint 1, main () at a.c:6

6 if (ptrace(PTRACE_TRACEME, 0, 0, 0) < 0 ) -
(gdb) n
7 printf("Gdb is debugging me, exit.®
(gdb)
Gdb is debugging me, exit.
8 return 1;

J E— o]

AR KA 6y Jr k2 A ptrace WAL E catchpoint » @ iEA5
X ptrace #REIME » X E| B &g o /A L @A T A B



(gdb) catch syscall ptrace

Catchpoint 2 (syscall 'ptrace' [101])
(gdb) r

Starting program: /data2/home/nanxiao/a

Catchpoint 2 (call to syscall ptrace), 0x00007ffff7b2be9c in ptrace
(gdb) c
Continuing.

Catchpoint 2 (returned from syscall ptrace), 0x00007ffff7b2be9c in
(gdb) set $rax = 0

(gdb) c

Continuing.

No debugger, continuing

[Inferior 1 (process 11491) exited normally]

{ S— >

TAAE » BEEK rax FH B KBS BER S B 89 » A dikgdb T A4
%R XA2 )5 (4T9“ No debugger, continuing ”) °
Fmd A2 o WAL LR R LF# K PTRACE TRACME Jis #4477,

nanxiao


http://blog.linux.org.tw/~jserv/archives/2011_08.html

TEP



T EPASCIF= 7 F 54 F 44 &
1) T

#include <stdio.h>
#include <wchar.h>

int main(void)

{
char stri[] = "abcd";
wchar_t str2[] = L"abcd";
return 0O;
}
F

Flgdb B RAL 0 > T ML R x/s " S ATFFASCIF 45 & o A @425 44

Temporary breakpoint 1, main () at a.c:6

6 char stri[] = "abcd";
(gdb) n

7 wchar_t str2[] = L"abcd";
(gdb)

9 return 0O;

(gdb) x/s stri

Ox804779f: "abcd"

TAEFATH R T str1 FASEE o
THRFAFHER > ZRIETFHOKRE RS WATITN - 5L L@

Temporary breakpoint 1, main () at a.c:6

6 char stri[] = "abcd";
(gdb) n

7 wchar_t str2[] = L"abcd";
(gdb)

9 return 0O;

(gdb) p sizeof(wchar_t)

$1 = 4

(gdb) x/ws str2
0x8047788: U"abcd"

Fp A 48] -



GF LTS REROREAINTET » WA x/ws "4 » W RA2AFT » 0


https://sourceware.org/gdb/onlinedocs/gdb/Memory.html

ATHSTLE & T oA %

¥

#include <jiostream>
#include <vector>

using namespace std;

int main ()

{

vector<int> vec(10); // 10 zero-initialized elements

for (int 1 = 0; i < vec.size(); i++)
vec[i] = 1i;

cout << "vec contains:";

for (int 1 = 0; i < vec.size(); i++)
cout << ' ' << vec[i];

cout << '\n';

return 0O;

#F35—
#gdb ¥ > W REBITHCH+ STLE BN AL » S AR RERTRMMRE ©

(gdb) p vec
= {<std::_Vector_base<int, std::allocator<int> >> = {
_M_impl = {<std::allocator<int>> = {<_ gnu_cxx::new_allocator<:
_M_end_of_storage = 0x404038}}, <No data fields>}

| . 2]

gdb 7.0 & » 7T ¥Atk Al gecit B 8pythonly & » k& L =4 % ¢

(gdb) p vec
$1 = std::vector of length 10, capacity 10 = {0, 1, 2, 3, 4, 5, 6,

j E— o

;@; 478 (Fedora 11+) » z}ﬁﬁbéﬁm_iﬁe o [ £gdb AT T EIE (B &
AET o TRTX 7 XHITEE) o

/



(gdb) info pretty-printer
7 ikde T
1. RAFpython¥y A& » 2 3L4% Al geccB AL K 19

sudo find / -name "*libstdcxx*"

2. ZAMEHKTE pythonkr & » LT Rgeed IR AR 6, » AAxt B F4o T

gcc-4.8.1/1libstdc++-v3/python

3. A HHT BIRATMA

svn co svn://gcc.gnu.org/svn/gcc/trunk/libstdc++-v3/python

4. F4e T ARAG e 2] gdbinit U (X python by A4z T
/home/maude/gdb_printers/ T )

python

import sys

sys.path.insert (0, '/home/maude/gdb_printers/python')

from libstdcxx.v6.printers import register_libstdcxx_printers
register_libstdcxx_printers (None)

end

J = il

( 7% B https://sourceware.org/gdb/wiki/STLSupport)
#3h=
p vec BIHTH REME 2L RMNRT 0 NRIFEI L F AR LIFHT :

(gdb) p *(vec._M_impl._M_start)@vec.size()
$2 = {0, 1, 2, 3, 4, 5, 6, 7, 8, 9}

#7 =

¥ dbinit_stl_views T& T %k, » #ATH4


https://sourceware.org/gdb/wiki/STLSupport）
http://www.yolinux.com/TUTORIALS/src/dbinit_stl_views-1.03.txt

cat dbinit_stl views-1.03.txt >> ~/.gdbinit

BpeT —e AR E R LA X &

std::vector pvector stl variable
std::1ist plist stl variable T
std::map pmap stl_variable
std::multimap pmap stl_variable
std::set pset stl _variable T
std::multiset pset stl_variable
std::deque pdequeue stl_variable
std::stack pstack stl_variable
std::queue pqueue stl_variable
std::priority_queue ppqueue stl_variable
std::bitset pbitset stl_variable
std::string pstring stl_variable
std::widestring pwstring stl_variable

RN AERETHH B

Xmj
xanpeng

enjolras



P RFLAPHAR

1§

int main()

{
int array[201];

int 1i;

for (1 = 0; i < 201; i++)
array[i] = 1i;

return 0O;

#*7
f2gdb ¥ > W REITHRKAMAE » A RS AT R200MA4E

(gdb) p array

$1=4{0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17,
48, 49, 50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, ¢
95, 96, 97, 98, 99, 100, 101, 102, 103, 104, 105, 106, 107, 108,
133, 134, 135, 136, 137, 138, 139, 140, 141, 142, 143, 144, 145,
170, 171, 172, 173, 174, 175, 176, 177, 178, 179, 180, 181, 182,

4 -] ]
T g 4o T4 s % B 3 AR R IR 4

(gdb) set print elements number-of-elements

AT VIAE o T4 0 1% B A R A TR

(gdb) set print elements 0

5



(gdb) set print elements unlimited

(gdb) p array

$2 = {0, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17,
48, 49, 50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, ¢
95, 96, 97, 98, 99, 100, 101, 162, 163, 104, 105, 106, 107, 1068,
133, 134, 135, 136, 137, 138, 139, 140, 141, 142, 143, 144, 145,
170, 171, 172, 173, 174, 175, 176, 177, 178, 179, 180, 181, 182,

(| ] o]

a2

5 gdb T #

kA

\=

Xmj


https://sourceware.org/gdb/download/onlinedocs/gdb/Print-Settings.html#Print-Settings

TP F A FAE &k

1§

int main(void)

{
int array[201];
int 1i;

for (1 = 0;
array[i] =

return 0O;

#*3

figdb > e B EATIRA AL BRI > T
( p

u/\/?\

i< 201;

RA“ p array[index]@num

%3] (MOALETTEL)

(gdb) p array
= {OI 1/ 2/ 3/
32, 33, 34, 35,
63, 64, 65, 66,
94, 95, 96, 97,
120, 121, 122,
145, 146, 147,
170, 171, 172,
195, 196, 197,

9

4, 5, 6,
36,
67,
98,

123,

148,

173,

198,

(gdb) p array[60]@10

= {60, 61, 62,
1

63,

num

i++)

=]

XESS

7,
37, 38,
68, 69,

70, 71,

174, 175, 176, 177,

199...}

64, 65, 66, 67,
1

TAA BT T array %’iiéﬂﬁ‘fi60~69/\7t§‘éﬁﬁ °

do BT NS A K

(gdb) p *array@1o

= {OI 1/ 2[ 3’ 4/ 5/ 6’

# % Rgdb 5 #t

B E B AE o AT AR R IR

7, 8, 9}

A& print 4% E)
YA E o VA L@ A )

72,

68,

X Adr

73, 74,

78,

o X P index &L

8, 9, 10, 11, 12, 13, 14, 15, 16, 17,
39, 40, 41, 42, 43, 44, 45, 46, 47,
75, 76, 77,
99, 100, 101, 102, 103, 104, 105, 106, 107,
124, 125, 126, 127,

73

128, 129, 130, 131, 132,
149, 150, 151, 152, 153, 154, 155, 156, 157,
178, 179, 180, 181, 182,

69}

p *array@num


https://sourceware.org/gdb/current/onlinedocs/gdb/Arrays.html#Arrays

nanxiao



TP S % 5] T Ar

1§

#include <stdio.h>

-
>
t

num[10] = {
<<
<<
<<
<<
<<

~ ~ ~

~

~ ~ ~

~

RRRPRRRRRPRRR
©CO~NOUNWNRO

3
int main (void)
{

int 1i;

for (1 = 0; 1 < 10; i++)
printf ("num[%d] = %d\n", 1, num[i]);

return 0O;

}

F7
fgdbF 0 BATER —AEAR > BB R RATI RG] T AREY

(gdb) p num
$1 = {1, 2, 4, 8, 16, 32, 64, 128, 256, 512}

e R BT RN Tz MWTREZ W THLHITRE :

(gdb) set print array-indexes on

(gdb) p num

$2 = {[e] =1, [1] = 2, [2] = 4, [3] =8, [4] = 16, [5] = 32, [6] -

J — 1




Xmj


https://sourceware.org/gdb/onlinedocs/gdb/Print-Settings.html#index-set-print

T REHF LT ENE
7] -F

#include <stdio.h>

void fun_a(void)

{
int a = 0;
printf("%d\n", a);

}

void fun_b(void)

{
int b = 1;
fun_a();
printf("%d\n", b);

}

void fun_c(void)

{
int ¢ = 2;
fun_b();
printf("%d\n", c);

3

void fun_d(void)

{
int d = 3;
fun_c();
printf("%d\n", d);

3

int main(void)

¢ int var = -1;
fun_d();
return 0;

}

#75—

o R BITER R B AT F A o T 4% A bt full’ 4 (btZbacktrace® %5 ) - &
EAE Hkfun_aZiT LB A » SRFHEN » L RRAREE



(gdb) bt

#0 fun_a () at a.c:6

#1 0Ox000109b0 in fun_b () at a.c:12
#2 0x000109e4 in fun_c () at a.c:19
#3 0x00010a18 in fun_d () at a.c:26
#4 Ox00010ad4c in main () at a.c:33

¥T k> Aptfullar4 27 & A H %0 B30 L E44 ¢

(gdb) bt full

#0 fun_a () at a.c:6
a==o0

#1 0Ox000109bO in fun_b () at a.c:12
b =1

#2 0x000109e4 in fun_c () at a.c:19
c =2

#3 0x00010a18 in fun_d () at a.c:26
d =3

#4 0Ox00010ad4c in main () at a.c:33
var = -1

BT VAE R4 Tbtfull n” » TERA @I L mn MM » AL BT E > Hlde

(gdb) bt full 2
#0 fun_a () at a.c:6

a=2=0
#1 0x000109b0 in fun_b () at a.c:12
b =1

(More stack frames follow...)

bt full -n” » EEZMIE A L =N MR » RELBHRTE > flde

(gdb) bt full -2

#3 0x00010a18 in fun_d () at a.c:26
d =3

#4 Ox00010a4c in main () at a.c:33
var = -1

I 4 gdb Tt

FH=

2o R AGERATH S AT XA IR F 0G4 T Mg Al o T4


https://sourceware.org/gdb/onlinedocs/gdb/Backtrace.html

(gdb) info locals
a=2=0

# % Rgdb T #

B

nanxiao

Xmj


https://sourceware.org/gdb/onlinedocs/gdb/Frame-Info.html#index-info-locals

TP H AN F1E A

#*73

A gdb A X A2 5
4 (iZinfod 4

(gdb) i proc mappings
process 27676 flags:

PR_STOPPED Process (LWP) is stopped
PR_ISTOP Stopped on an event of interest

PR_RLC Run-on-last-close is in effect

PR_MSACCT Microstate accounting enabled
PR_PCOMPAT Micro-state accounting inherited on fork

PR_FAULTED :

Mapped address

J

Start Addr
0x8046000
0x8050000
0Xx8060000

Oxfee40000

Oxfef50000

Oxfef5f000

Oxfef67000

Oxfef70000

Oxfef80000

Oxfef90000

Oxfefab0oO

OxfefbOOOO

OxfefcO000

OxfeffoOO0

OxfeffbooOO

OxfeffdooOO

spaces:

End Addr
Ox8047fff
Ox8050fff
OXx8060fff

Oxfefd4efff
Oxfef55fff
Oxfef66fff
Oxfef68fff
Oxfef70fff
Oxfef80fff
Oxfef90fff
Oxfefa@fff
OxfefbOfff
Oxfefeafff
OxfeffOfff
Oxfeffcfff
Oxfeffdfff

Size
0x2000
0x1000
0x1000

0x10fe00
OX6000
Ox8000
0x2000
0x1000
0x1000
0x1000
0x1000
0x1000
0x2b00O0O
0x1000
0x2000
0x1000

Offset
OXfffffooo
0

0

0

0

0x10f000

0

[oNoNoNoNoNoNol

0x2b000O
0

Flags
-S--rwx
----r-X
----rwx
----r-X
----rwx
----rwx
----rwXx
----rwx
___Sr__
-=-=-=-Ww-
____rw_
----rwx
====F=X
----rwx
----rwx
----rwx

B s d T A2 eflags 0 A ZHAEY A FERAHE L o
% Rgdb Tt

el o AT VAR files” (L%‘*/\ﬂﬁ%ﬂ"ﬂﬂﬁ’]vw A
MBS RYNEE L

HT 4o R E ARG N FB4HE & 0 7T XL4E A4 proc mappings” 4
W@E) o 9]k

Incurred a traced hardware fault FLTBPT: Breakpoint ti

|target > ap Z?\ ’ r’E:T,]‘VXii?
Q5 A SHBEEFF > bl


https://sourceware.org/gdb/onlinedocs/gdb/SVR4-Process-Information.html#index-info-proc-exe

(gdb) i files
Symbols from "/datal/nan/a".
Unix /proc child process:
Using the running image of child Thread 1 (LWP 1) via
While running this, GDB does not access memory from...
Local exec file:
"/datal/nan/a', file type elf32-i1386-s0l2.

/proc.

Entry point: 0x8050950
0x080500f4 0x08050105 is .interp
0x08050108 0x08050114 is .eh_frame_hdr
0x08050114 0x08050218 is .hash
0x08050218 0x08050418 is .dynsym
0x08050418 0x080507e6 is .dynstr
0x080507e8 0x08050818 is .SUNW_version
0x08050818 Ox08050858 is .SUNW_versym
0x08050858 Ox08050890 is .SUNW_reloc
0x08050890 0x080508c8 is .rel.plt
0x080508c8 0x08050948 is .plt
Oxfef5fb58 Oxfef5fc48 is .dynamic in /usr/lib/libc.so.1
Oxfef5fc80 Oxfef650e2 is .data in /usr/lib/libc.so.1
Oxfef650e2 Oxfef650e2 is .bssf in /usr/lib/libc.so.1
Oxfef650e8 Oxfef65be® is .picdata in /usr/lib/libc.so.1
Oxfef65bed oxfef666a7 is .datal in /usr/lib/libc.so.1
Oxfef666a8 Oxfef680dc is .bss in /usr/lib/libc.so.1
% RgdbF #t

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Files.html

HoA#HSTEMA

1§

/* main.c */
extern void print_var_1(void);
extern void print_var_2(void);

int main(void)

{
print_var_1();
print_var_2();
return 0O;

}

/* static-1.c */
#include <stdio.h>

static int var = 1;
void print_var_1(void)

{

printf("var = %d\n", var);

}

/* static-2.c */
#include <stdio.h>

static int var = 2;
void print_var_2(void)

{

printf("var = %d\n", var);

}

EX]

fgdbF > W RABATHFH AT E > NERFF—LAMRAEZY



$ gcc -g main.c static-1.c static-2.c
$ gdb -gq ./a.out

(gdb) start

(gdb) p var

$1 = 2

$ gcc -g main.c static-2.c static-1.c
$ gdb -gq ./a.out

(gdb) start

(gdb) p var

$1 =1

WTAZ A TIHE (ETI)

(gdb) p 'static-1.c'::var

$1 =1
(gdb) p 'static-2.c'::var
$2 = 2

#15 4 Rgdb T At

Xmj


https://sourceware.org/gdb/current/onlinedocs/gdb/Variables.html#Variables

TR 28y LR Fe BT 2 LAF
Bl

#include <stdio.h>

struct child {
char name[10];
enum { boy, girl } gender;

i
struct child he = { "Tom", boy };

int main (void)

{
static struct child she = { "Jerry", girl };
printf ("Hello %s %s.\n'", he.gender == boy ? "boy" : "girl", he.r
printf ("Hello %s %s.\n'", she.gender == boy ? "boy" : "girl", she
return 0O;
}
| E— o]

 ES]

#2gdbF > TR THAEAETEGEA

b
g

(gdb) whatis he
type = struct child

o RREEFE @G EAZ L

(gdb) ptype he
type = struct child {

char name[10];
enum {boy, girl} gender;

o RBEFELZET T



(gdb) i variables he
All variables matching regular expression "he":

File variable.c:
struct child he;

Non-debugging symbols:

Ox00000ONONNN402030 she
OXx00EO7ffff7dd3380 _ check rhosts_file

o gdb2 ERAA EE (ER) RAAANEE - WRABEATALRL TS
FOEE :

(gdb) i variables ~he$
All variables matching regular expression "/Ahe$":

File variable.c:
struct child he;

/£ : info variables A& L TFAHTF » BiE Lstaticth L h K% 691z & -

#1% % Rgdb At

Xmj


https://sourceware.org/gdb/onlinedocs/gdb/Symbols.html

TP A B E1A
%] 1

#include <stdio.h>

int main(void)

{
int i = 0Q;
char a[100];
for (i = 0; i < sizeof(a); i++)
{

a[i] = i;

}
return 0O;

}

#*7

gdb P& A« x " A RATH AN F G s XA x/nfu addr "o XA £ B KX
TN addr 148 n MKREEAA u ABME o H2HEIRES AT ¢

a) n: i ETgAMNE o

b) f: TN o thde x A6 HH Xl 0 o AUSHHH Xin s, F5F -
c)u: lmA—AETLGKE - b £—4 byte * h ZA

A byte (halfword) ° w Z@A byte (word) * g ZAN byte (giant
word) °

DR E YR I
(1) A16# I KT A a 164 -byte#I1h :

(gdb) x/16xb a
Ox7fffffffed4ad: Ox00 0x01 Ox02 Ox03 Ox04 Ox05 Ox(
Ox7fffffffed4a8: Ox08 0x09 Ox0a Ox0b Ox0c Oxod Ox(

« — 2l
(2) UARHAFT10##AEXITHA a 7161 -bytefy 14 :




(gdb) x/16ub a

Ox7fffffffedad: 0 1 2 3 4 5

Ox7fffffffedas: 8 9 10 11 12 13
1] 1
(3) 2@ H# RNATFP 4 A AT164 a byte# 14 :

(gdb) x/16tb a

Ox7fffffffedad: 00000000 00000001 00000010

Ox7fffffffedas: 00001000 00001001 00001010

J

(4) 2164 XATH %4 a AT16 word (4 byte) #944 :

(gdb) x/16xw a

Ox7fffffffed4ad: Ox03020100 OXx07060504 OxObae9mO8
Ox7fffffffe4db®: O0x13121110 Ox17161514 Ox1b1a1918
Ox7fffffffedcOd: 0x23222120 Ox27262524 0x2b2a2928
Ox7fffffffed4dd: ©0x33323130 Ox37363534 Ox3b3a3938
1] 1
= RgdbF #.
i w ~
AR E

nanxiao

00(
00(

Ox(
0x:
OX:
OXx:


https://sourceware.org/gdb/onlinedocs/gdb/Memory.html

AT P R ARG AT

ol -F
$ gdb -g “which gdb"
(gdb) 1
15
16 You should have received a copy of the GNU General Public
17 along with this program. If not, see <http://www.gnu.org,
18
19 #include "defs.h"
20 #include "main.h"
21 #include <string.h>
22 #include "interps.h"
23
24 int
| E— o]
75

Yo LATR s f£gdb P T RAE A list (H B AI) ¢4k L7 RARAGARAT
o list FAETUAIEATT » J¥k:

(gdb) 1 24
(gdb) 1 main

E VAR R AT R ) B AT

(gdb) 1 -
(gdb) 1 +

LT U CH

(gdb) 1 1,10
# % Rgdb 5 #t


https://sourceware.org/gdb/onlinedocs/gdb/List.html#List

100/gdb-I #75

Xmj

o159 B R 5 101



FATIT P — A M IR AR, B
1] F-

#include <stdio.h>
#include <pthread.h>

typedef struct

{ .

int a,;

int b;

int c;

int d;

pthread_mutex_t mutex;
}ex_st;

int main(void) {
ex_st st = {1, 2, 3, 4, PTHREAD_MUTEX_INITIALIZER};
printf("%d,%d,%d,%d\n", st.a, st.b, st.c, st.d);
return 0O;

#
BINF LT » gdoA — 4“5 k78 7 XAT AP Atk o A L@ R A4 4]

(gdb) n

15 printf("%d,%d,%d,%d\n", st.a, st.b, st.c, st.d);

(gdb) p st

$1 ={a =1, b=2, c =3, d=4, mutex = {__data
__spins = 0, _ list = {_ prev = 0x0, _ next

J — s
T A B AR B AR Rk T A A LT SR o

T AMAT set print pretty on"# 4 » IHBITR AL TEMKG—L AR » MBAE 4L
ARAE A% B B T SUE OR BAT Y45 i

{__lock =0, _
Ox0}}, _ _size -




(gdb) set print pretty on

(gdb) p st
$2 = {

__size = '\0OO' <repeats 39 times>,
__align =0
}
}

# A Rgdb T #

\=

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Print-Settings.html#index-print-settings

#include <iostream>
using namespace std;

class Shape {
public:
virtual void draw () {}

+:

class Circle : public Shape {

int radius;

public:

Circle () { radius = 1; }

void draw () { cout << "drawing a circle...\n"; }

}i

class Square : public Shape {

int height;

public:

Square () { height = 2; }

void draw () { cout << "drawing a square...\n"; }

0

void drawShape (class Shape &p)

{
p.draw ();

}

int main (void)
{
Circle a;
Square b;
drawShape (a);
drawShape (b);
return 0O;

#73

fegdb¥ > FATH —Aat Rb 0 Bl R

%ﬂ
B
B
5
puayy
>
e
Je2
he
Yy
Al
¢_\
AY
-3



(gdb) frame
#0 drawShape (p=...) at object.cxx:25

25 p.draw ();

(gdb) p p

$1 = (Shape &) @ox7fffffffde90: {_vptr.Shape = 0x400a80 <vtable fol
| — o]

XA FF o p&R KRB A Aclass Shape » 12¢€ 52 Fr ey k& £ A 9T 48 4 class Circle
frSquare © R Bh q e Bk A XA RATITH > M T A o T d# TR E

(gdb) set print object on

(gdb) p p
$2 = (Circle &) @ox7fffffffde90: {<Shape> = {_vptr.Shape = 0x400a8(

{ S— >

AT A R A B R B AR

(gdb) whatis p
type = Shape &
(gdb) ptype p
type = class Shape {
public:
virtual void draw(void);
} &

(gdb) set print object on
(gdb) whatis p
type = /* real type = Circle & */
Shape &
(gdb) ptype p
type = /* real type = Circle & */
class Shape {

public:

virtual void draw(void);

) &

I 4 gdb Tt

TR

Xmj

xanpeng


https://sourceware.org/gdb/onlinedocs/gdb/Print-Settings.html#index-set-print

TALF 0 N B 1R &
%+

#include <stdio.h>

int main(void)

{

int 1i;

for (i = 0; i < 100; i++)
{
printf("i = %d\n", 1i);
}

return 0O;

}

 ES]

Zgdb ¥ » B E LT AR 88 A 2 Fgdbit A K —

T — AR B0 N o AR, o

B AT AL R TSR RE LS

$ tty
/dev/pts/2

K6 » A AT TAS R AL R S

$ gdb -tty /dev/pts/2 ./a.out
(gdb) r

KA f£gdbF o RS HITRE

(gdb) tty /dev/pts/2

# % Lgdb T At

2sm o AR

T VA A A2 )5 45


https://sourceware.org/gdb/current/onlinedocs/gdb/Input_002fOutput.html#index-tty

A}

Xmj

N



{i}ﬂ u$ u%‘ju$ ” ;rr ,‘

1§

#include <stdio.h>

int main(void)

{
int 1 = 0;
char a[100];
for (1 = 0; 1 < sizeof(a); it+)
{

a[i] =

}
return 0O;

}

#

"x "wAARRERENAAMIES £ $_ "1 M convenience variable’ ¥ >
EA% l%ﬂ¢%mgﬁﬁ“&_H$Nmmmmmeme€’uL@ﬁ§%
il

(gdb) b a.c:13

Breakpoint 1 at 0x4004a0: file a.c, line 13.
(gdb) r

Starting program: /data2/home/nanxiao/a

Breakpoint 1, main () at a.c:13
13 return 0O;
(gdb) x/16xb a
Ox7fffffffe4ad: Ox00 Ox01 0x02 Ox03 Ox04 Ox05 Ox(
Ox7fffffffe4a8: 0Ox08 0Ox09 Ox0a Ox0b Ox0c oxod Ox(
(gdb) p $_
= (int8_t *) ox7fffffffedaf
(gdb) p $__
$2 = 15




TUAE B $_ "AA ox7Fffffffedaf °» EFA" x "¢ 5oL RGN NG
Ao M $_ "HEA 15 o

A RIEFAH LGS (1 info line "#“ info breakpoint ”) &4R4E—A KA
B HLAE 4" x b d o MR EGAL Ll $_ THE T AAA I KA ¢

(gdb) p $_
$5 = (int8_t *) Ox7fffffffedaf

(gdb) info breakpoint

Num Type Disp Enb Address What
1 breakpoint keep y OX00000000004004a0 in main at a.c::
breakpoint already hit 1 time
(gdb) p $_
$6 = (void *) Ox4004a0 <main+44>
| S—

TUAE E4E A info breakpoint "#4JE » “ $_ AT 0x4004a0 °
% Wgdb T #t.

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Convenience-Vars.html

AT HETRA A NG

1§

#include <stdio.h>
#include <malloc.h>

int main(void)

{
char *p[10];
int 1 = 0;
for (1 = 0; i < sizeof(p)/sizeof(p[0]); i++)
{
p[i] = malloc(100000);
}
return 0O;
}

#*
Rgdb B XA T8 » TR T @) B ELa4 s ATPRFHE S ERA GG L

define mallocinfo
set $_ f = fopen("/dev/tty", "w")
call malloc_info(0, $_ f)
call fclose($__fT)

end

L E®@mA2)F A

Temporary breakpoint 5, main () at a.c:7
7 int i = 0;

(gdb) mallocinfo

<malloc version="1">

<heap nr="0">

<sizes>

</sizes>

<total type="fast" count="0" size="0"/>
<total type="rest" count="0" size="0"/>
<system type="current" size="135168"/>
<system type="max" size="135168"/>
<aspace type="total" size="135168"/>



<aspace type="mprotect" size="135168"/>

</heap>

<total type="fast" count="0" size="0"/>

<total type="rest" count="0" size="0"/>

<system type="current" size="135168"/>

<system type="max" size="135168"/>

<aspace type="total" size="135168"/>

<aspace type="mprotect" size="135168"/>

</malloc>

$20 = 0

$21 =0

(gdb) n

9 for (1 = 0; i1 < sizeof(p)/sizeof(p[0]); i++)
(gdb)

11 p[i] = malloc(100000);

(gdb)

9 for (i = 0; i < sizeof(p)/sizeof(p[0]); i++)
(gdb)

11 p[i] = malloc(100000);

(gdb)

9 for (1 = 0; i < sizeof(p)/sizeof(p[0]); i++)
(gdb)

11 p[i] = malloc(100000);

(gdb)

9 for (i = 0; i < sizeof(p)/sizeof(p[0]); i++)
(gdb)

11 p[i] = malloc(100000);

(gdb)

9 for (1 = 0; i < sizeof(p)/sizeof(p[0]); i++)
(gdb)

11 p[i] = malloc(100000);

(gdb) mallocinfo

<malloc version="1">

<heap nr="0">

<sizes>

</sizes>

<total type='"fast" count="0" size="0"/>

<total type='"rest" count="0" size="0"/>

<system type='"current" size="532480"/>

<system type="max" size="532480"/>

<aspace type='"total" size="532480"/>

<aspace type="mprotect" size='"532480"/>

</heap>

<total type="fast" count="0" size="0"/>

<total type="rest" count="0" size="0"/>

<system type='"current" size="532480"/>

<system type="max" size="532480"/>

<aspace type="total" size="532480"/>

<aspace type="mprotect" size='"532480"/>

</malloc>
$22 =0
$23 =0

(gdb) n



9 for (i = 0; 1 < sizeof(p)/sizeof(p[0]); i++)

(gdb)

11 p[i] = malloc(100000);

(gdb)

9 for (i = 0; 1 < sizeof(p)/sizeof(p[0]); i++)
(gdb)

11 p[i] = malloc(100000);

(gdb)

9 for (1 = 0; i1 < sizeof(p)/sizeof(p[0]); i++)
(gdb)

11 p[i] = malloc(100000);

(gdb)

9 for (1 = 0; i1 < sizeof(p)/sizeof(p[0]); i++)
(gdb)

11 p[i] = malloc(100000);

(gdb)

9 for (i = 0; i1 < sizeof(p)/sizeof(p[0]); i++)
(gdb)

11 p[i] = malloc(100000);

(gdb)

9 for (1 = 0; i1 < sizeof(p)/sizeof(p[0]); i++)

(gdb) mallocinfo

<malloc version="1">

<heap nr="0">

<sizes>

</sizes>

<total type="fast" count="0Q" size="0"/>
<total type="rest" count="0Q" size="0"/>
<system type="current" size="1134592"/>
<system type="max" size="1134592"/>
<aspace type="total" size="1134592"/>
<aspace type="mprotect" size="1134592"/>
</heap>

<total type='"fast" count="0" size="0"/>
<total type='"rest" count="0" size="0"/>
<system type="current" size="1134592"/>
<system type="max" size="1134592"/>
<aspace type="total" size="1134592"/>
<aspace type="mprotect" size="1134592"/>

</malloc>
$24 =0
$25 = 0

TUAAEEgdb B T A0 B A A6 TG E -
% Rstackoverflow.

nanxiao


http://stackoverflow.com/questions/1471226/most-tricky-useful-commands-for-gdb-debugger

AT AR AM T T E A
7] -F

#include <stdio.h>

int funci(int a)

{
int b = 1;
return b * a;

}

int func2(int a)

{
int b = 2;
return b * funci(a);

}

int func3(int a)

{
int b = 3;
return b * func2(a);

}

int main(void)

{
printf("%d\n", func3(10));
return 0O;

}

E&]

fegdbF > WwRBEFEAARMFT T E > TR BZAM T > ABATH ¢



(gdb) b funcil

(gdb) r
(gdb) bt

#0 funcl (a=10) at frame.

#1 0x0000000000400560 in
#2 0x0000000000400582 in
#3 0x0000000000400596 in
(gdb) f 1
(gdb) p b
(gdb) f 2
(gdb) p b

AT ARRAT I » BIEATER -

(gdb) p func2::b

$1 =2
(gdb) p func3::b
$2 = 3

c:5

func2 (a=10) at frame.c:12
func3 (a=10) at frame.c:18
main () at frame.c:23

FI# » 3t TC++89 1408 » FRALH £5] S46Ae R > todo

(gdb) p '(anonymous namespace)::SSAA::handleStore'::n->pi->inst->dt

J

] 2

I 5 Wgdb Tt

Xmj


https://sourceware.org/gdb/current/onlinedocs/gdb/Variables.html#Variables




WX OB ETE AL

1§

#include <stdio.h>
#include <pthread.h>
void *thread_func(void *p_arg)

{
while (1)
{
printf("%s\n", (char*)p_arg);
sleep(10);
}
3
int main(void)
{
pthread_t t1, t2;
pthread_create(&tl, NULL, thread_func, "Thread 1");
pthread_create(&t2, NULL, thread_func, "Thread 2");
sleep(1000);
return;
}
F

PR TR EBATHRREA AAr 77k - —HEgdb B HE 0 35 #4249ID : gdb program
processID (47T VL] p&%--pid% T #AZID 0 #l4= 1 gdb program -p=10210) -
A L@ A Rps A LA RFHAIDA 10210 ¢



bash-3.2# gdb -q a 10210

Reading symbols from /data/nan/a...done.

Attaching to program "/data/nan/a', process 10210

[New process 10210]

Retry #1:

Retry #2:

Retry #3:

Retry #4:

Reading symbols from /usr/lib/libc.so.1...(no debugging symbols fol
[Thread debugging using libthread_db enabled]

[New LWP 3 ]

[New LWP 2 ]

[New Thread 1 (LWP 1)]

[New Thread 2 (LWP 2)]

[New Thread 3 (LWP 3)]

Loaded symbols for /usr/lib/libc.so.1

Reading symbols from /lib/ld.so.1...(no debugging symbols found). .
Loaded symbols for /lib/ld.so.1

[Switching to Thread 1 (LWP 1)]

Oxfeeeae55 in ___ _nanosleep () from /usr/lib/libc.so.1
(gdb) bt
#0 Oxfeeeaeb55 in ____nanosleep () from /usr/lib/libc.so.1

#1 Oxfeedcae4 in sleep () from /usr/lib/libc.so.1
#2 0x080509ef in main () at a.c:17

{ S— >

4o BV AR psE A LT LA RIA 0 5 L K4 T R A

# R4 Axgdb.sh (#he T HATAUR)

# Mi*x xgdb.sh a

prog_bin=%$1
running_name=$(basename $prog_bin)
pid=$(/sbin/pidof $running_name)
gdb attach $pid

B —# A& %R #Hhgdb » KB M attach”# 4 A £ # A E



bash-3.2# gdb -q a

Reading symbols from /data/nan/a...done.

(gdb) attach 10210

Attaching to program "/data/nan/a', process 10210

[New process 10210]

Retry #1:

Retry #2:

Retry #3:

Retry #4:

Reading symbols from /usr/lib/libc.so.1...(no debugging symbols fol
[Thread debugging using libthread_db enabled]

[New LWP 3 ]

[New LWP 2 ]

[New Thread 1 (LWP 1)]

[New Thread 2 (LWP 2)]

[New Thread 3 (LWP 3)]

Loaded symbols for /usr/lib/libc.so.1

Reading symbols from /lib/1ld.so.1...(no debugging symbols found)..
Loaded symbols for /lib/ld.so.1

[Switching to Thread 1 (LWP 1)]

Oxfeeeae55 in ____nanosleep () from /usr/lib/libc.so.1
(gdb) bt
#0 Oxfeeeaeb55 in ____nanosleep () from /usr/lib/libc.so.1

#1 Oxfeedcae4 in sleep () from /usr/lib/libc.so.1
#2 0x080509ef in main () at a.c:17

{ S— >

Jo R AR T » T A “detach™ i 4B &7t 42 :

(gdb) detach

Detaching from program: /data/nan/a, process 10210
(gdb) bt

No stack.

1 4 gdb Tt

nanxiao


https://sourceware.org/gdb/current/onlinedocs/gdb/Attach.html#index-attach

IR T # AR
¥

#include <stdio.h>
#include <sys/types.h>
#include <unistd.h>

int main(void) {
pid_t pid;

pid = fork();
if (pid < 0)
{

}
else if (pid > 0)

{

}
printf("hello world\n");
return 0;

exit(1);

exit(0);

#**
RS RAAEF I > gdbERIN AL IR LR AL o filde

(gdb) start
Temporary breakpoint 1 at 0x40055c: file a.c, line 8.
Starting program: /data2/home/nanxiao/a

Temporary breakpoint 1, main () at a.c:8

8 pid = fork();
(gdb) n

9 if (pid < 0)
(gdb) hello world

13 else if (pid > 0)
(gdb)

15 exit(0);
(gdb)

[Inferior 1 (process 12786) exited normally]



TAE PR IATE] 1547 ¢ L#AFLEBE o
4o R Zf R F# A2 0 24 A4 T 44 : “set follow-fork-mode child” » %] 4= :

(gdb) set follow-fork-mode child

(gdb) start

Temporary breakpoint 1 at 0x40055c: file a.c, line 8.
Starting program: /data2/home/nanxiao/a

Temporary breakpoint 1, main () at a.c:8
8 pid = fork();

(gdb) n

[New process 12241]

[Switching to process 12241]

9 if (pid < 0)

(gdb)

13 else if (pid > 0)

(gdb)

17 printf("hello world\n");
(gdb)

hello world

18 return 0O;

T A B MAT R B 1747 ¢ F #4247 5 “hello world” °
LA A B ATLinux L4 > REeRSBUEALH T L& - EANFEE - & Rgdb T
Vi)

nanxiao
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] B R R A AR e Tt A2
1§

#include <stdio.h>
#include <stdlib.h>

int main(void) {
pid_t pid;

pid = fork();
if (pid < 0)
{

}
else if (pid > 0)

{

exit(1);

printf("Parent\n");
exit(0);

3
printf("Child\n");
return 0;

 ES]

R % #ABREFE > gdbBKIAR 218 IR AL
FePEh o L E@mAR R A

st



(gdb) start
Temporary breakpoint 1 at 0x40055c: file a.c, line 7.
Starting program: /data2/home/nanxiao/a

Temporary breakpoint 1, main () at a.c:7

7 pid = fork();

(gdb) n

8 if (pid < 0)

(gdb) Child

12 else if (pid > 0)

(gdb)

14 printf("Parent\n");
(gdb)

Parent

15 exit(0);

A B B G IMATE] B 8ATH - RFATE R Child” » A FRBCLEA IR T E
it o

o RZ R AR A A T A2 > T lE A set detach-on-fork off ” (K

ik detach-on-fork 5& on ) 4 » XAEgdbaL At F K18 R F# 42 > B AR
— AR I ARELTHARS - A LBEF A :



(gdb) set detach-on-fork off

(gdb) start

Temporary breakpoint 1 at 0x40055c: file a.c, line 7.
Starting program: /data2/home/nanxiao/a

Temporary breakpoint 1, main () at a.c:7

7 pid = fork();
(gdb) n
[New process 1050]
8 if (pid < 0)
(gdb)
12 else if (pid > 0)
(gdb) i inferior
Num Description Executable
2 process 1050 /data2/home/nanxiao/a
* 1 process 1046 /data2/home/nanxiao/a
(gdb) n
14 printf("Parent\n");
(gdb) n
Parent
15 exit(0);
(gdb)
[Inferior 1 (process 1046) exited normally]
(gdb)

The program is not being run.
(gdb) i inferiors

Num Description Executable
2 process 1050 /data2/home/nanxiao/a
*1 <null> /data2/home/nanxiao/a

(gdb) inferior 2

[Switching to inferior 2 [process 1050] (/data2/home/nanxiao/a)]
[Switching to thread 2 (process 1050)]

#0 Ox00007ffff7afécad in fork () from /1lib64/l1libc.so0.6
(gdb) bt

#0 Ox00007ffff7afécad in fork () from /1lib64/l1libc.so0.6
#1 0Ox0000000000400561 in main () at a.c:7

(gdb) n

Single stepping until exit from function fork,

which has no line number information.

main () at a.c:8

8 if (pid < 0)

(gdb)

12 else if (pid > 0)
(gdb)

17 printf("Child\n");
(gdb)

Child

18 return 0;

(gdb)



fE4% A“ set detach-on-fork off "4 »

A“ i inferiors ” ( i 2 info # 4% %5 ) EAH#AERE » T A | LT HAZAL
ﬁﬁmﬁﬂﬂ%&k’m@L'miiﬁﬂﬁ% EAL o B AL HALIE B -

R“ inferior infno "7 3| F# A2 LK o

A4 B ATLinux X4 > ReR 53 A LA R XIF R ANEER o £ Rgdb T
Wt

b 0 e RBIE L FHARARF BB 4T 0 T AE
¢ set schedule-multiple on ” (#Kik schedule-multiple & off ) &4 >
75 A BB XA 1)

(gdb) set detach-on-fork off

(gdb) set schedule-multiple on

(gdb) start

Temporary breakpoint 1 at 0x40059c: file a.c, line 7.
Starting program: /data2/home/nanxiao/a

Temporary breakpoint 1, main () at a.c:7

7 pid = fork();
(gdb) n

[New process 26597]

Child

TUAE BT TChild” » 2R F#BAEEBITT o
% Rgdb-F #t
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1§

#include <stdio.h>
#include <pthread.h>
void *thread_func(void *p_arg)

{
while (1)
{
printf("%s\n", (char*)p_arg);
sleep(10);
}
3
int main(void)
{
pthread_t t1, t2;
pthread_create(&tl, NULL, thread_func, "Thread 1");
pthread_create(&t2, NULL, thread_func, "Thread 2");
sleep(1000);
return;
}
F

mmmﬁﬁéﬁﬁﬁﬁ’ﬁﬂﬂﬁmmw§ﬁé(mw%wéﬁ—J‘Qﬁﬁﬁ%&%
28 AL@m#BFAH (847F € ALinux » CPUAX86_64) :

(gdb) i threads

Id Target Id Frame

3 Thread ox7ffff6e2b700 (LWP 31773) 0x00007ffff7915911 in clot

2 Thread Ox7ffff782c700 (LWP 31744) 0x00007ffff78d9bcd in nanc
*1 Thread ox7ffff7fe9700 (LWP 31738) main () at a.c:18

j S— s

F—F (Id) : Zgdblz mRHEANLEEGE—ID: 1> 2%%F o

% =R (Targetld) : ZEIALT S M kIzTHENEEZNID  RFF &1 8T
ST F o S ArLinuxF & 78932 © Thread 0x7ffff6e2b700 (LWP 31773) °

% =0 (Frame) : &7 8% KAYPATEAZEL o

Al @ 7 & T 69 & “current thread” » T AR ## ) gdbif X % &AZA2 )7 0F » 23569 —
NN AL ©



A vASolarisF & (CPUAX86 64) A% » TUER L7z E4%A TR :

(gdb) i threads
[New Thread 2 (LWP 2)]
[New Thread 3 (LWP 3)]
Id Target Id Frame

6 Thread 3 (LWP 3) Oxfeec870d in _thr_setup () from /usr/lib,

5 Thread 2 (LWP 2) 0Oxfefc9661 in elf_find_sym () from /usr/1:

4 LWP 3 Oxfeec870d in _thr_setup () from /usr/lib,

3 LWP 2 Oxfefc9661 in elf_find_sym () from /usr/1l:
* 2 Thread 1 (LWP 1) main () at a.c:18
1 LwWP 1 main () at a.c:18

/] 1 i

=T VAR “ threads [Id...]" 48 T 47 fp £ 2 X AZ 6915 & > ] dw

(gdb) i threads 1 2

Id Target Id Frame

2 Thread ox7ffff782c700 (LWP 12248) 0x00007ffff78d9bcd in nanc
* 1 Thread ox7ffff7fe9700 (LWP 12244) main () at a.c:18

{ S— >

& Wgdb T #t.

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Threads.html

f£ Solaris L1 Fimaintenance# 4 & & & 4213 &

#*73

FlgdbiR K % & A242 5
W) o Bl

(gdb) i threads

B it 0 4o R A S F AARAZ 8 0 T vUE A4 threads” 4 (iZinfo

106 process 2689429 oxffe4af84 in __ lwp_park () from /1lib/libc
105 process 2623893 oxffe4af84 in __lwp_park () from /1lib/libc
104 process 2558357 oxffe4af84 in _ lwp_park () from /1lib/1libc
103 process 2492821 oxffe4af84 in __lwp_park () from /lib/libc
J E— ol
f£Solaris#f £ 4. L > gdb A SolarisE & T T — 4N E A &AEE L6944 “‘maint

info sol-threads”

(gdb) maint info sol-threads

user thread #1, lwp 1, (active)
user thread #2, lwp 2, (active)
user thread #3, lwp 3, (asleep)
- Sleep func: 0x000aa32c

7T vA % %) 48t -Finfoér 4 » maintenance# 4
(active » asleep) » A &% (startfunc)

% RgdbF

nanxiao

(maint£maintenance 4% 5 )

\2)
Al
~
&

s 18] 4

monitor_thread
mem_db_thread

startfunc:
startfunc:

A\

TES428  BlleBBLITKRA

v

o


https://sourceware.org/gdb/onlinedocs/gdb/Threads.html

;T- AN §4 7%71%11\,th'£:4\;

1§

#include <stdio.h>
#include <pthread.h>

void *thread_func(void *p_arg)

{
sleep(10);
}
int main(void)
{
pthread_t t1, t2;
pthread_create(&tl, NULL, thread_func, "Thread 1");
pthread_create(&t2, NULL, thread_func, "Thread 2");
sleep(1000);
return;
}

 ES]
KINELT » gdoe M B A & A2 = A AR et > 2ATHRTRE L > A EL@i2F A H):

(gdb) r

Starting program: /data/nan/a

[Thread debugging using libthread_db enabled]
[New Thread 1 (LWP 1)]

[New LWP 2 ]
[New LWP 3 ]
[LWP 2 exited]
[New Thread 2 ]
[LWP 3 exited]
[New Thread 3 ]

wRTE L REEIZTE » TAME A set print thread-events off "# 4 » XA
LHEART A RBEN > R RTEEL



(gdb) set print thread-events off

(gdb) r

Starting program: /data/nan/a

[Thread debugging using libthread_db enabled]

TAE B R EATH A XE 8 o
B AR EFER I AR EEE - & LodbF#t.

nanxiao
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RAF—NEAREL

1§

#include <stdio.h>
#include <pthread.h>

int a = 0;
int b =
void *threadl_func(void *p_arg)
{
while (1)
{
a++;
sleep(1);
}
}
void *thread2_func(void *p_arg)
{
while (1)
{
b++;
sleep(1);
3
3
int main(void)
{
pthread_t t1, t2;
pthread_create(&tl, NULL, threadil_func, "Thread 1");
pthread_create(&t2, NULL, thread2_func, "Thread 2");
sleep(1000);
return;
}

EL]

)ﬂgdbiﬂﬁy%ﬁﬁ B —FAZFWIAE » TR G ARERL THIERA o bt 4R
BIREL P — A2 (Fdo AT step " “ next "4 ) o ATA AR & R Bt
AT o A L @mAL T A4



(gdb) b a.c:9

Breakpoint 1 at 0x400580: file a.c, line 9.

(gdb) r

Starting program: /data2/home/nanxiao/a

[Thread debugging using libthread_db enabled]

Using host libthread_db library "/1ib64/libthread_db.so.1".
[New Thread Ox7ffff782c700 (LWP 17368)]

[Switching to Thread Ox7ffff782c700 (LWP 17368)]

Breakpoint 1, threadil_func (p_arg=0x400718) at a.c:9
9 at+;

(gdb) p b

$1 =0

(gdb) s

10 sleep(1);

(gdb) s

[New Thread Ox7ffff6e2b700 (LWP 17369)]

11 3

(gdb)

Breakpoint 1, threadi_func (p_arg=0x400718) at a.c:9
9 at+;

(gdb)
10 sleep(1);

(gdb) p b
$2 = 3

threadl_func £#HAE T E a #9145 > thread2_func EFHLEH T E b 6914 o
&AL threadl func £ a++ BT EB & » BB EE—RGPE > 7 b 6914
A 0 * £%2FEIX threadl func JLRJE » b #ME TR 3 » EALE £ TR

X threadl_func B ° thread2_func AT o

o R LR IRK—DNEARN  E L ARG NAT 0 T AR

J“ set scheduler-locking on "4 :



(gdb) b a.c:9

Breakpoint 1 at 0x400580: file a.c, line 9.

(gdb) r

Starting program: /data2/home/nanxiao/a

[Thread debugging using libthread_db enabled]

Using host libthread_db library "/1ib64/libthread_db.so.1".
[New Thread Ox7ffff782c700 (LWP 19783)]

[Switching to Thread Ox7ffff782c700 (LWP 19783)]

Breakpoint 1, threadil_func (p_arg=0x400718) at a.c:9
9 a++;
(gdb) set scheduler-locking on

(gdb) p b

$1 =0

(gdb) s

10 sleep(1);

(gdb)
11 3

(gdb)

Breakpoint 1, threadi_func (p_arg=0x400718) at a.c:9
9 at+;

(gdb)
10 sleep(1);

(gdb)
11 3

(gdb) p b
$2 =0

TAK B £ £ 58K threadl_func JLKRE » b 89 AA 0 » EAEEEY
11X threadl_func B » thread2_func %A AT o

oh o “ set scheduler-locking "# 4k T X 4F off = on X (KK

& off ) » TH—A step MK o 23L& TA" step "AHAREEN > ¥
BERILSPAT B AL TGS (" next ") AIRE&LN » KR LF LR
-

BAGARB T BB AR AR R% > R FEZ o & Lgdb Tt
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1% A“$ thread” T =

1§

#include <stdio.h>
#include <pthread.h>

int a = 0;

void *threadl_func(void *p_arg)

{
while (1)
{
a++;
sleep(10);
3
3
void *thread2_func(void *p_arg)
{
while (1)
{
a++;
sleep(10);
3
3
int main(void)
{
pthread_t t1, t2;
pthread_create(&tl, NULL, threadi_func, "Thread 1");
pthread_create(&t2, NULL, thread2_func, "Thread 2");
sleep(1000);
return;
}

#75

gdbA 7.2 AFI AT $_thread & A convenience variable "> F k&G & AT
EAEBRGEAET c INTZEAFH AGLXLTESWARSRAMN o A L@ 5
2145



(gdb) wa a

Hardware watchpoint 2: a

(gdb) command 2

Type commands for breakpoint(s) 2, one per line.
End with a line saying just "end".

>printf "thread id=%d\n", $_thread

>end

BAEETARE (“waa” ( wa & watch 4% %5) » k2 a YHEEAET
fLit » 524145 T %4£& commands B4 PITHARET o
B S ATAL -

(gdb) c

Continuing.

[New Thread Ox7ffff782c700 (LWP 20928)]
[Switching to Thread Ox7ffff782c700 (LWP 20928)]
Hardware watchpoint 2: a

0ld value = 0

New value = 1

threadl_func (p_arg=0x400718) at a.c:11

11 sleep(10);

thread id=2

(gdb) c

Continuing.

[New Thread Ox7ffff6e2b700 (LWP 20929)]
[Switching to Thread Ox7ffff6e2b700 (LWP 20929)]
Hardware watchpoint 2: a

0ld value =1

New value = 2

thread2_func (p_arg=0x400721) at a.c:20
20 sleep(10);
thread 1id=3

TWE‘@ R HAFR s 2ATHEALT ¢ “ thread id=2 "H & thread id=3 ”°
RgdbF #t.

nanxiao
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a.c:
#include <stdio.h>
int func(int a, int b)

{
int ¢ = a * b;
printf("c is %d\n", c);
}
int main(void)
{
func(1, 2);
return 0;
}
b.c:

#include <stdio.h>

int funci(int a)

¢ return 2 * a;

3

int func2(int a)

{
int ¢ = 0;
c =2 * funcli(a);
return c;

}

int func3(int a)

{
int ¢ = 0;
c = 2 * func2(a);
return c;

}

int main(void)

{
printf("%d\n", func3(10));
return 0;

i



#*73
gdb X #Hr e — A aEPRNAREANEF - A LBEF A > GLIAR a BF

root@bash:~$ gdb a

GNU gdb (Ubuntu 7.7-Qubuntu3) 7.7

Copyright (C) 2014 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/license:
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law. Type "show ¢
and "show warranty" for details.

This GDB was configured as "x86_64-1inux-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:
<http://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".

Type "apropos word" to search for commands related to "word"...
Reading symbols from a...done.

(gdb) start

Temporary breakpoint 1 at 0x400568: file a.c, line 10.

Starting program: /home/nanxiao/a

{ R— >

AR add-inferior [ -copies n ] [ -exec executable ] 4448 T
PATXH b oo P n FKIAAT:



(gdb) add-inferior -copies 2 -exec b
Added inferior 2

Reading symbols from b...done.

Added inferior 3

Reading symbols from b...done.

(gdb) i inferiors

Num Description Executable

3 <null> /home/nanxiao/b

2 <null> /home/nanxiao/b
* 1 process 1586 /home/nanxiao/a

(gdb) inferior 2

[Switching to inferior 2 [<null>] (/home/nanxiao/b)]
(gdb) start

Temporary breakpoint 2 at 0x400568: main. (3 locations)
Starting program: /home/nanxiao/b

Temporary breakpoint 2, main () at b.c:24

24 printf("%d\n", func3(10));
(gdb) i inferiors
Num Description Executable
3 <null> /home/nanxiao/b
* 2 process 1590 /home/nanxiao/b
1 process 1586 /home/nanxiao/a

TOUE B TR b AT -

A 9T A clone-inferior [ -copies n ] [ infno ] L&A
8 inferior * X} F n ZFHIAA1 > infno HKIAA LA inferior

(gdb) i inferiors

Num Description Executable

3 <null> /home/nanxiao/b
* 2 process 1590 /home/nanxiao/b

1 process 1586 /home/nanxiao/a

(gdb) clone-inferior -copies 1
Added inferior 4.
(gdb) i inferiors

Num Description Executable

4 <null> /home/nanxiao/b

3 <null> /home/nanxiao/b
* 2 process 1590 /home/nanxiao/b

1 process 1586 /home/nanxiao/a

TAEBXEZT—N b £
% Rgdb T 7t

W)


https://sourceware.org/gdb/onlinedocs/gdb/Inferiors-and-Programs.html
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1§

a.c:
#include <stdio.h>
int func(int a, int b)

{
int ¢ = a * b;
printf("c is %d\n", c);
}
int main(void)
{
func(1, 2);
return 0;
}
b.c:

#include <stdio.h>

int funci(int a)

¢ return 2 * a;

3

int func2(int a)

{
int ¢ = 0;
c =2 * funcli(a);
return c;

}

int func3(int a)

{
int ¢ = 0;
c = 2 * func2(a);
return c;

}

int main(void)

{

printf("%d\n", func3(10));
return 0;



#*73

1% Flgdbif X % N A28 » T L “ maint info program-spaces "4T¥7 &% AT AT
ARG LT 8 o AL @A/ AP



[root@localhost nan]# gdb a

GNU gdb (GDB) 7.8.1

Reading symbols from a...done.

(gdb) start

Temporary breakpoint 1 at 0x4004f9: file a.c, line 10.
Starting program: /home/nan/a

Temporary breakpoint 1, main () at a.c:10
10 func(1, 2);

(gdb) add-inferior -exec b

Added inferior 2

Reading symbols from b...done.

(gdb) i inferiors b

Args must be numbers or '$' variables.
(gdb) i inferiors

Num Description Executable
2 <null> /home/nan/b
* 1 process 15753 /home/nan/a

(gdb) inferior 2

[Switching to inferior 2 [<null>] (/home/nan/b)]

(gdb) start

Temporary breakpoint 2 at 0x4004f9: main. (2 locations)
Starting program: /home/nan/b

Temporary breakpoint 2, main () at b.c:24

24 printf("%d\n", func3(10));
(gdb) i inferiors

Num Description Executable
* 2 process 15902 /home/nan/b

1 process 15753 /home/nan/a

(gdb) clone-inferior -copies 2
Added inferior 3.
Added inferior 4.
(gdb) i inferiors

Num Description Executable
4 <null> /home/nan/b
3 <null> /home/nan/b
* 2 process 15902 /home/nan/b
1 process 15753 /home/nan/a

(gdb) maint info program-spaces
Id Executable
4 /home/nan/b
Bound inferiors: ID 4 (process 0)
3 /home/nan/b
Bound inferiors: ID 3 (process 0)
* 2 /home/nan/b
Bound inferiors: ID 2 (process 15902)
1 /home/nan/a
Bound inferiors: ID 1 (process 15753)



T VK B AT maint info program-spaces "# 4 g » ATH % AT A 4
A~ program-spaces (%5 1%4) o % IFZH E program-spaces 3t 6942
 » inferior /5 R#FLF o

4_3

%

% Wodb T #t.
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1% F1“$_exitcode” % &

1§

int main(void)

{
b

return 0;

#*

L AR KA A2 5 O 7 iR BB 0 gdb 2R ] $_exitcode X
A% convenience variable "2 & 425 & B89 exit code ” o ARIX _E @A 5
15

[root@localhost nan]# gdb -q a

Reading symbols from a...done.

(gdb) start

Temporary breakpoint 1 at 0x400478: file a.c, line 3.
Starting program: /home/nan/a

Temporary breakpoint 1, main () at a.c:3

3 return 0;

(gdb) n

4 }

(gdb)

0x00000034e421ed1ld in __libc_start_main () from /l1ib64/1ibc.so0.6
(gdb)

Single stepping until exit from function __libc_start_main,
which has no line number information.

[Inferior 1 (process 1185) exited normally]

(gdb) p $_exitcode

$1 =0

TIAAFIATH A $ exitcode #J1EA 0 o
KT s REERA 1

int main(void)

{
b

return 0;



A WX

[root@localhost nan]# gdb -q a

Reading symbols from a...done.

(gdb) start

Temporary breakpoint 1 at 0x400478: file a.c, line 3.
Starting program: /home/nan/a

Temporary breakpoint 1, main () at a.c:3

3 return 1;

(gdb)

(gdb) n

4 }

(gdb)

0x00000034e421ed1d in _ libc_start_main () from /1ib64/1ibc.so0.6
(gdb)

Single stepping until exit from function __libc_start_main,
which has no line number information.

[Inferior 1 (process 2603) exited with code 01]

(gdb) p $_exitcode

$1 =1

TAF BT $_exitcode BJMETH 1 o
& Wgdb T #t.

nanxiao
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AR A2 7~ 4 core dump U

#*

A A gdb X A2 A B+ KATVA B AL A X 69 24 A2~ & core dump LA 0 12 F AL
AR E » ABUE 547 o 7T LR “generate-core-file™ s 4k * 2 core dump X # :

(gdb) help generate-core-file
Save a core file with the current state of the debugged process.
Argument is optional filename. Default filename is 'core.<process.

(gdb) start

Temporary breakpoint 1 at 0x8050c12: file a.c, line 9.
Starting program: /datal/nan/a

[Thread debugging using libthread_db enabled]

[New Thread 1 (LWP 1)]

[Switching to Thread 1 (LWP 1)]

Temporary breakpoint 1, main () at a.c:9
9 change_var();
(gdb) generate-core-file
Saved corefile core.12955

{ E— >

#,7T 4% ] “gcore” &4

(gdb) help gcore

Save a core file with the current state of the debugged process.
Argument is optional filename. Default filename 1is 'core.<process.
(gdb) gcore

Saved corefile core.13256

J E— 2]

% RgdbF

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Core-File-Generation.html

e 3B 7T AT F A2 core dump ST

1§

#include <stdio.h>

int main(void) {
int *p = NULL;
printf("hello world\n");
p=0;
return O;

#*3

Bl FARF5 T "/\W%E% » BT vARZ - 4crash 3 & 4 core dump U #F il gdb X
core dumpsU# » 3 % Al Aar 4 3« “gdb path/to/the/executable
path/to/the/coredump” * & & gdb4 & =42 Fcrash#yie & :

bash-3.2# gdb -q /data/nan/a /var/core/core.a.22268.1402638140
Reading symbols from /data/nan/a...done.

[New LWP 1]

[Thread debugging using libthread_db enabled]

[New Thread 1 (LWP 1)]

Core was generated by "./a'.

Program terminated with signal 11, Segmentation fault.

#0 Ox0000000000400cdb in main () at a.c:6

6 *p = 0;

Aot RAVB LGB # 6 » 3 & e 7T JATALF F2core dumpSTHF » 3 B T 14
A “file”F=“core” (core-filed &% 5 ) 44 o “file’d & KL BT AT LG5 &
1z & » m“core™ 4 M A& 4% % core dump L #8942 &



bash-3.2# gdb -q

(gdb) file /data/nan/a

Reading symbols from /data/nan/a...done.
(gdb) core /var/core/core.a.22268.1402638140
[New LWP 1]

[Thread debugging using libthread_db enabled]
[New Thread 1 (LWP 1)]

Core was generated by "./a'.

Program terminated with signal 11, Segmentation fault.
#0 0Ox0000000000400cdb in main () at a.c:6

6 *p = 0;

2

T v 2lgdb Fl # & 742 F-crash#) 4L & o
X A A 4T 4 Lugdb T At

\\}v:)

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Files.html#index-core-dump-file
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Gilksn

#include <stdio.h>
int global_var;

void change_var(){
global_var=100;
}

int main(void){
change_var();
return 0O;

#7
fiIntel X864 & b » gdbIKik B 7 L4 4% 446 X AATETH X, o #il4e :

(gdb) disassemble main
Dump of assembler code for function main:

0x08050cOf <+0>: push %ebp

0x08050c10 <+1>: mov %esp, %ebp

0x08050c12 <+3>: call 0x8050c00 <change_var>
0x08050c17 <+8>: mov $0x0, %eax

0x08050clc <+13>: pop %ebp

0x08050c1d <+14>: ret

End of assembler dump.

=T YAl “set disassembly-flavor’ & 434 #& X, 2 intel & = :

(gdb) set disassembly-flavor intel
(gdb) disassemble main
Dump of assembler code for function main:

0x08050cOf <+0>: push ebp

0x08050c10 <+1>: mov ebp, esp

0x08050c12 <+3>: call 0x8050c00 <change_var>
0x08050cl17 <+8>: mov eax, Ox0

0x08050clc <+13>: pop ebp

0x08050c1d <+14>: ret

End of assembler dump.



B #“set disassembly-flavor’ 44 X 4 A £ Intel x864L 2 % k£ » J+ HLELA A
A “intel#=“att” -

# 5 % RgdbF #t

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Machine-Code.html

R — KL RG2S ATHT &

1§

#include <stdio.h>
int global_var;

void change_var(){

global_var=100;
}

int main(void){
change_var();
return 0O;

 ES]

W E A RBATHT B 9G4 ‘D func” (bAbreak® 4 %5 ) » Fajel A% E £
LRSS B RJFAGTF K » lde

(gdb) b main

Breakpoint 1 at 0x8050cl12: file a.c, line 9.
(gdb) r

Starting program: /datal/nan/a

[Thread debugging using libthread_db enabled]
[New Thread 1 (LWP 1)]

[Switching to Thread 1 (LWP 1)]

Breakpoint 1, main () at a.c:9

9 change_var();

(gdb) disassemble

Dump of assembler code for function main:

0x08050cOf <+0>: push %ebp
0x08050c10 <+1>: mov %esp, %ebp
=> Ox08050cl12 <+3>: call 0x8050c00 <change_var>
OX08050c17 <+8>: mov $0x0, %eax
0x08050clc <+13>: pop %ebp
0x08050c1d <+14>: ret

End of assembler dump.

Tmﬁ@ﬁ%%ﬁ?%;ﬁi%% (%%%ﬁﬁﬁ)o%%?%%ﬁ&ﬁﬁi%
LB R BF Tk 0 BAE Hde T “b *func” » 1] 4=



(gdb) b *main

Breakpoint 1 at 0x8050cOf: file a.c, line 8.
(gdb) r

Starting program: /datal/nan/a

[Thread debugging using libthread_db enabled]
[New Thread 1 (LWP 1)]

[Switching to Thread 1 (LWP 1)]

Breakpoint 1, main () at a.c:8

8 int main(void){

(gdb) disassemble

Dump of assembler code for function main:

=> Ox08050c0Of <+0>: push  %ebp
0x08050c10 <+1>: mov %esp, %ebp
0x08050c12 <+3>: call 0x8050cMO0 <change_var>
0x08050Cc17 <+8>: mov $0x0, %eax
0x08050clc <+13>: pop %ebp
0x08050c1d <+14>: ret

End of assembler dump.
TAEERFIFET H—FILRIES (FKMIBILE) o

nanxiao



B #h R Y 5 d B AT 0 1K A

1§

J

(gdb) set disassemble-next-line on

(gdb) start

The program being debugged has been started already.
Start it from the beginning? (y or n) y

Temporary breakpoint 3 at 0x400543: file 1.c, line 14.
Starting program: /home/teawater/tmp/a.out

Temporary breakpoint 3, main (argc=1, argv=0x7fffffffdf38, envp=0x

14 printf("1\n");

=> Ox0000000000400543 <main+19>: bf f@ 05 40 00 mov $0x40051
OXx000000ONON400548 <main+24>: e8 c3 fe ff ff callg 0Ox40041(

(gdb) si

0Xx0000000000400548 14 printf("1\n");

0X0000000000400543 <main+19>: bf f@ 05 40 00 mov $0x4005f0, ¢

=> Ox0000000000400548 <main+24>: e8 c3 fe ff ff callg 0Ox40041(

(gdb)

0x0000000000400410 in puts@plt ()
=> 0x0000000000400410 <puts@plt+0>: ff 25 02 Oc 20 00  jmpq  *OX:

(gdb) set disassemble-next-line auto

(gdb) start

Temporary breakpoint 1 at 0x400543: file 1.c, line 14.
Starting program: /home/teawater/tmp/a.out

Temporary breakpoint 1, main (argc=1, argv=x7fffffffdf38, envp=0x’

14 printf("1\n");

(gdb) si

OXx0000000000400548 14 printf("1\n");
(gdb)

0Xx0000000000400410 in puts@plt ()

=> Ox0000000000400410 <puts@plt+0>: ff 25 02 Oc 20 00 jmpq *OX:
(gdb)

0x0000000000400416 in puts@plt ()

=> Ox0000000000400416 <puts@plt+6>: 68 00 OO GO 00 pushg $OXO

— 2

#73

o REEAEZH LT RIL % e @2 AT 0 KD



(gdb) set disassemble-next-line on

Yo R AL VG @ Y ARG R A TRAL B T DU A RIC R e @ S AT 89 R
(gdb) set disassemble-next-line auto
X M Z A RE

(gdb) set disassemble-next-line off

teawater



F T AL A I Y 48 A BR AT AL K
] -F

#include <stdio.h>

typedef struct

{ .
int a,;
int b;
int c;
int d;
}ex_st;

int main(void) {
ex_st st = {1, 2, 3, 4};
printf("%d,%d,%d,%d\n", st.a, st.b, st.c, st.d);
return 0O;

FF—

=T Al “disas /m fun” (disas&disassemble 4% 5 ) 4435 F E A Fo L 4 35 4
B4t ALk 0 A b @ ARAD A )



T K Bl 4 — A& CiE & T @ a8 5 650 4 KA o

(gdb) disas /m main
Dump of assembler code for function main:
int main(void) {

11

12

13

14

15

End of assembler dump.

0X00000000004004c4
0X00000000004004c5
0X00000000004004c8
0X00000000004004c9

ex_st
Ox00000000004004cd
Ox00000000004004d4
OxX00000000004004db
Ox00000000004004e2

printf("%d,%d,%d,%d\n",
<+37>:
<+40>:
<+43>:
<+46>:
<+49>:
<+54>.
<+57>.
<+59>:
<+62>:
<+67>:

0X00000000004004e9
OX00000000004004ec
0Xx00000000004004ef
0Xx00000000004004f2
0Xx00000000004004f5
0Xx00000000004004fa
0Xx00000000004004fd
0Xx00000000004004ff
OX0000000000400502
OX0000000000400507

<+0>:
<+1>:
<+4>:
<+5>:

st =
<+9>:
<+16>
<+23>
<+30>

return 0O;

OX000O0OCO0O40050C

¥
OX000000000040060511

OX0000000000400515
OX00000O00000400516
OX0000000000400517

FH=

o R RAEEFEL—ITH 3R 93t > L

1

(gdb) i line 13

Line 13 of

"foo.c"

<+72>:

<+77>:
<+81>:
<+82>:
<+83>:

push
mov
push
sub

{11 2/ 3/

movl
: movl
: movl
: movl

mov
mov
mov
mov
mov
mov
mov
mov
mov

%rbp
%rsp,%rbp
% bx
$0x18, %rsp

4};
$0x1, -0x20(%rbp)
$0x2, -0x1c(%rbp)
$0x3, -0x18(%rbp)
$0x4, -0x14(%rbp)

st.a, st.b, st.
-0x14(%rbp), %esi
-0x18(%rbp), %ecx
-Ox1c(%rbp), %edx
-0x20(%rbp), %ebx
$0x400618, %eax
%esi, %r8d
%ebx, %esi
%rax,%rdi
$OX0, %eax

callg 0x4003b8 <printf@plt>

mov $0x0, %eax
add $0x18, %rsp
pop %rbx
leaveq

retq

1

starts at address 0x4004e9 <main+37> and ends af

2



o R EE I — 5B 4 3 00 B AR o TR

==

JA“ disassemble [Start], [End] "& 4 :

(gdb) disassemble 0x4004e9, 0x40050c

Dump of assembler code from 0x4004e9 to 0x40050c:

OX00000000004004e9
OX00000000004004ec
0Xx00000000004004ef
0Xx00000000004004f2
0Xx00000000004004f5
0Xx00000000004004fa
0x00000000004004fd
0Xx00000000004004ff
OX0000000000400502
OX0000000000400507

End of assembler dump.

J

<main+37>:
<main+40>:
<main+43>:
<main+46>:
<main+49>:
<main+54>:
<main+57>:
<main+59>:
<main+62>:
<main+67>:

mov
mov
mov
mov
mov
mov
mov
mov
mov
callq

-0x14(%rbp), %esi
-0x18(%rbp), %ecx
-0x1c(%rbp), %edx
-0x20(%rbp), %ebx
$0x400618, %eax
%esi, %ra8d

%ebx, %esi

%rax,%rdi

$OX0, %eax

0x4003b8 <printf@plt

S s

#1154 Rgdb T At

nanxiao

Xmj


https://sourceware.org/gdb/onlinedocs/gdb/Machine-Code.html

L ZPATIC YRI5 L
1] 5

#include <stdio.h>
int global_var;

void change_var(){

global_var=100;
}

int main(void){
change_var();
return 0O;

 ES]

1 A gdb AR IC A2 B > TR display /i $pc "4 %R A5 o
BPATE L RAES - A L@ p A

(gdb) start
Temporary breakpoint 1 at 0x400488: file a.c, line 9.
Starting program: /data2/home/nanxiao/a

Temporary breakpoint 1, main () at a.c:9

9 change_var();

(gdb) display /i $pc

1: x/1i $pc

=> Ox400488 <main+4>: mov $0x0, %eax

(gdb) si

0x000000000040048d 9 change_var();
1: x/i $pc

=> Ox40048d <main+9>: callg 0x400474 <change_var>

(gdb)
change_var () at a.c:4

4 void change_var(){
1: x/i $pc
=> Ox400474 <change_var>: push  %rbp

TUAEBITHE THEHATHLRIZES o« WIPLTU—RET S 51545 ¢



(gdb) display /3i $pc

2: x/31i $pc
=> 0x400474 <change_var>: push  %rbp
0x400475 <change_var+1>: mov %rsp,%rbp
0x400478 <change_var+4>: movl  $0x64,0x2003de(%rip)
‘ —

TUER—REFT 3 %454
BH 27T AR undisplay @4 °

& gdb 5 #t

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Auto-Display.html

IWHFHE S MHE

#*73

FlgdbB XA 5B » ke RAEE A G5 56948 0 7T A4 A4 registers™ @4 (i&infos
LU ) o Bl

(gdb) i registers

rax Ox7ffff7ddofe60 140737351884640
rbx 0x0 0]

rcx OXx0 0

rdx Ox7fffffffe608 140737488348680
rsi Ox7fffffffes5f8 140737488348664
rdi Ox1 1

rbp Ox7fffffffe510 Ox7fffffffe510
rsp Ox7fffffffedco ox7fffffffedco
r8 OX7ffff7dd8300 140737351877376
ro Ox7ffff7deb9e0 140737351956960
rie OX7fffffffe360 140737488348000
rii Ox7ffff7a68be0d 140737348275168
ri2 Ox4003e0 4195296

ri3 Ox7fffffffes5f0o 140737488348656
ria 0)(C] 0

ris OXx0 0

rip 0x4004cd 0x4004cd <main+9>
eflags 0Xx206 [ PF IF ]

Ccs Ox33 51

SS Ox2b 43

ds Ox0 0

es OXx0 0

fs Ox0 0

gs Ox0 (0]

ALIE R OEFATHEEFOETEENNE « £ all-registers”d 4 > T 4y
BATAEGFHEGAE



(gdb) i all-registers

rax Ox7ffff7ddofe60 140737351884640

rbx 0x0 0

rcx Ox0 (0]

rdx ox7fffffffe608 140737488348680

rsi ox7fffffffe5f8 140737488348664

rdi Ox1 1

rbp Ox7fffffffe510 ox7fffffffe510

rsp ox7fffffffedco ox7fffffffedco

r8 OxX7ffff7dd8300 140737351877376

ro Ox7ffff7deb9e0 140737351956960

rio OX7fffffffe360 140737488348000

ril Ox7ffff7a68be0d 140737348275168

riz 0x4003e0 4195296

ri3 OxX7fffffffes5fo 140737488348656

ri4 Ox0 (C]

ris Ox0 (C]

rip 0x4004cd 0x4004cd <main+9>

eflags 0x206 [ PF IF ]

(o 0x33 51

Ss 0x2b 43

ds 0x0 0

es 0x0 0

fs 0x0 0

gs Ox0 (C]

Sto 0 (raw Ox00000000000000000000)
st1l 0] (raw Ox00000000000000000000)
st2 0 (raw Ox00000000000000000000)
st3 0 (raw Ox00000000000000000000)
st4 0] (raw Ox00000000000000000000)
st5 0 (raw Ox00000000000000000000)
st6 0 (raw Ox00000000000000000000)
st7 0] (raw Ox00000000000000000000)

ZATER AT 5 B 694E 0 7T A% A “i registers regname” % “p $regname” » fl4e :

(gdb) 1 registers eax

eax Oxf7ddofe0 -136470688
(gdb) p $eax

$1 = -136470688

% Rgdb T 7t

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Registers.html

£ TR RIS AL
Gilksn

#include <stdio.h>

int main(void)

{
printf("Hello, world\n");
return 0;
}
#

1% A “disassemble /1’4 47T VA 1634 #| 7 X, L =42 5 69 JR 45 L 55 75
1] -

(gdb) disassemble /r main
Dump of assembler code for function main:

OX0000000000400530 <+0>: 55 push  %rbp
0Xx0000000000400531 <+1>: 48 89 e5 mov
0Xx0000000000400534 <+4>: bf e®@ 05 40 00 mov
0Xx0000000000400539 <+9>: e8 d2 fe ff ff callq
0Xx000000000040053e <+14>: b8 00 060 GO GO mov
OX0000000000400543 <+19>: 5d pop %rbp
0Xx0000000000400544 <+20>: c3 retq

End of assembler dump.

(gdb) disassemble /r Ox0000000000400534, +4

Dump of assembler code from 0x400534 to 0x400538:
Ox0000000000400534 <main+4>: bf ed 05 40 00 mov

End of assembler dump.

4 T

o VA L ®@ALF A

%rsp, %rbp
$0x4005€0, %t
0x400410 <pl
$0X0, %eax

$0x4005€0, %¢

1] 2

I 4 gdb Tt

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Machine-Code.html




R T4 P A A
5] F

#include <stdio.h>

int main(void)

{
char pi[] = "Sam";
char *p2 = "Bob";
printf("pl1 is %s, p2 is %s\n", pl, p2);
return 0O;
}

8]
1% A gdb KA BT » TR set "0 A E T B A A EBAFE A :

(gdb) start

Temporary breakpoint 1 at 0x8050af@: file a.c, line 5.
Starting program: /datal/nan/a

[Thread debugging using libthread_db enabled]

[New Thread 1 (LWP 1)]

[Switching to Thread 1 (LWP 1)]

Temporary breakpoint 1, main () at a.c:5

5 char pi[] = "Sam";

(gdb) n

6 char *p2 = "Bob";

(gdb)

8 printf("pl is %s, p2 is %s\n", pl, p2);

(gdb) set main::p1="Jil"
(gdb) set main::p2="Bill"

(gdb) n
pl is Jil, p2 is Bill
9 return 0O;

TAKBIIAT pl Ao p2 FHBALRAET TAL o 7A@ T 45 19 A G 3k 6 7 ik
LTS Ag4h



Starting program: /datal/nan/a

[Thread debugging using libthread_db enabled]
[New Thread 1 (LWP 1)]

[Switching to Thread 1 (LWP 1)]

Temporary breakpoint 2, main () at a.c:5
5 char pi1[] = "Sam";
(gdb) n
6 char *p2 = "Bob";
(gdb) p p1
$1 = "Sam"
(gdb) p &p1
= (char (*)[4]) 0x80477a4
(gdb) set {char [4]} Ox80477a4 = "Ace"

(gdb) n

8 printf("pl1 is %s, p2 is %s\n", pl, p2);
(gdb)

pl is Ace, p2 is Bob

9 return 0O;

AT FHEOBNE ) —EFEZEREMRT A o
% W.stackoverflow.

nanxiao


http://stackoverflow.com/questions/19503057/in-gdb-how-can-i-write-a-string-to-memory

B EAYE
1%

#include <stdio.h>

int func(void)

{
int 1 = 2;
return i;

3

int main(void)

{
int a = 0;
a = func();
printf("%d\n", a);
return 0O;

}

 ES]

fgdb¥ » TEAMA“ set var variable=expr " 4% &
1)

% B > AL @RS A

Breakpoint 2, func () at a.c:5
5 int 1 = 2;
(gdb) n

7 return 1i;
(gdb) set var i = 8

(gdb) p i
$4 = 8
TUEF L func B ER set ¢4 i EEKRARA 8 o

AT set {typel}address=expr "7 X * &L A% G AL address
TEEUA type 89T WAL » V3A L dn KA 4 4]



Breakpoint 2, func () at a.c:5

5 int i = 2;
(gdb) n

7 return 1i;
(gdb) p &1

$5 = (int *) Ox8047a54

(gdb) set {int}0x8047a54 = 8
(gdb) p 1

$6 = 8

TUEE i BERERAY 8 o
BOEHELTAEAEE » HRHTIUEAF S EOMHE -

Breakpoint 2, func () at a.c:5
5 int i = 2;
(gdb)

(gdb) n

7 return i;
(gdb)

8 }

(gdb) set var $eax = 8

(gdb) n

main () at a.c:15

15 printf("%d\n", a);
(gdb)

8

16 return 0O;

TUAE B B HeaxdF A B G A R REE » AT S deeaxF 4 B 09E K
N8 B RFHBEELTRT 8 o

I 4 gdb Tt

TR

nanxiao


https://sourceware.org/gdb/current/onlinedocs/gdb/Assignment.html#Assignment

5 PC3 4 & 1914
(ilhsh

#include <stdio.h>
int main(void)

{
int a =0;
a++;
a++;
printf("%d\n", a);
return 0O;

}

#*3

PCHELGBELLGMAEF T —KEMHITHILS > AIFAINFHBOME » TIAK B K
T A2 WATAALE B 8 o ‘ o
rag o a=2 7 TEONLB—ThfTA IS KPCHFARNE » KTARF
;}){Lii‘oﬁﬁi °



1

4

(gdb) disassemble main

int a =0;

Dump of assembler code for function main:

0x08050921 <main+0>: push %ebp

0x08050922 <main+1>: mov %esp, %ebp

0x08050924 <main+3>: sub $0x8, %esp

0x08050927 <main+6>: and SOXTFFFFffo,%esp
0x0805092a <main+9>: mov $0x0, %eax

Ox0805092f <main+14>: add $0xT, %eax

0x08050932 <main+17>: add $0xf, %eax

0x08050935 <main+20>: shr $0x4, %eax

0x08050938 <main+23>: shl $0x4, %eax

0x0805093b <main+26>: sub %eax, %esp

0x0805093d <main+28>: movl  $0x0, -0x4(%ebp)
0x08050944 <main+35>: lea -0x4(%ebp), %eax
0x08050947 <main+38>: incl (%eax)

0x08050949 <main+40>: lea -Ox4(%ebp), %eax
0x0805094c <main+43>: incl (%eax)

0x0805094e <main+45>: sub $0x8, %esp

0x08050951 <main+48>: pushl -0x4(%ebp)

0x08050954 <main+51>: push $0x80509b4

0x08050959 <main+56>: call 0x80507cc <printf@plt>
0x0805095e <main+61>: add $0x10, %esp

0x08050961 <main+64>: mov $0x0, %eax

0x08050966 <main+69>: leave

0Xx08050967 <main+70>: ret

End of assembler dump.

(gdb) info line 6

Line 6 of "a.c" starts at address 0x8050944 <main+35> and ends at (
(gdb) info line 7

Line 7 of "a.c" starts at address 0x8050949 <main+40> and ends at (

1] 2

(gdb) n
6

(gdb) p $pc

a++;

@13 info line 6 "4 info line 7
AFedh Huht 5% £ 0x8050944 #» Ox8050949 ©

$3 = (void (*)()) Ox8050944 <main+35>
(gdb) set var $pc=0x08050949

P AT AFriE A K av+: VB GILRAR

BRFEPATHE — K a++; "ESH > AT pc FHENME A2 pc ¥HEHME
] 0x8050944 ° 5“ info line 6 " &FEH G —H c#HT ke pc FHEHN
TEPXA 0x8050949 ° L3LAMI“ info line 7 " AR H =K at+; "B 4
by A ds Ak o



(gdb) n

8 printf("a=%d\n", a),
(gdb)

a=1

9 return 0;

BT RIAT > TRAERRFHE az1 " LR AT T H— 4 a++; ™54 o

nanxiao



Bk B 35 AL B AT
¥

#include <stdio.h>

void fun (int x)

{
if (x < 0)
puts ("error");
}
int main (void)
{
int i = 1;
fun (i--);
fun (i--);
fun (i--);
return 0O;
}
P 8]
% HRAL A 0 AR TR AR T B
(gdb) n
13 fun (i--);
(gdb)
14 fun (i--);
(gdb)
15 fun (i--);
(gdb)
error
17 return 0;

AARALENSIT > BAfun®IBHAZ BT o T LA EREIGTRE AN L » RS
Mk run —XK e

4o RARGG IR X R @ AT » AL BAFT o
e RARLF > RETLEE jump B154T » BIAT—K -



(gdb) b 15

Breakpoint 2 at 0x40056a: file jump.c,
(gdb) j 15

Continuing at 0x40056a.

line 15.

Breakpoint 2, main () at jump.c:15

15 fun (i--);

(gdb) s

fun (x=-2) at jump.c:5

5 if (x < 0)

(gdb) n

6 puts ("error");
FRETNE

1. jump &R REpchyfh » ATAKR TR F AT T ht & A

Fifg4E

2. @ (eE) BT RGBS o T AL R )F B8 € 4L E
AN RgdbF #F
THR

Xmj

TREER » Hde T

T R


https://sourceware.org/gdb/onlinedocs/gdb/Jumping.html#Jumping

1% R BT A A B AR B B9 AT
ik

#include <stdio.h>
#include <stdlib.h>

void drawing (int n)

{
if (n !'= 0)
puts ("Try again?\nAll you need is a dollar, and a dream.");
else
puts ("You win $3000!");
}
int main (void)
{ .
int n;

srand (time (0));

n=rand () % 10;

printf ("Your number is %d\n", n);
drawing (n);

return 0O;

#75

B FALF T RA KRG > RART AR RIE = T B A&k :



(gdb) b drawing

Breakpoint 1 at 0x40064d: file win.c, line 6.
(gdb) command 1

Type commands for breakpoint(s) 1, one per line.
End with a line saying just "end".

>silent

>set variable n = 0

>continue

>end

(gdb) r

Starting program: /home/xmj/tmp/a.out

[Thread debugging using libthread_db enabled]
Using host libthread_db library "/1ib/x86_64-1linux-gnu/libthread_dt
Your number is 6

You win $3000!

[Inferior 1 (process 4134) exited normally]

{ E— >
TOAE B+ BALFEATEIN AL 0 &8 i T Bne A0 0 RS MR IT -

@%%EﬁﬁﬂAkﬁﬁ FHRIF—REIETIRKEE » tbde B iR RiFR
bug > AR ZA4R 7T VA 2 ﬁ’ﬁf&figdbq’ﬁtp’—ffkfiéﬁf'ifi']:ﬁﬁ R A5 R A
T RIF o

#F % Rgdb5 #t

Xmj


https://sourceware.org/gdb/onlinedocs/gdb/Break-Commands.html#Break-Commands

1% PR R X AR 7 09 = 3 4] U

1§

#include <stdio.h>
#include <stdlib.h>

void drawing (int n)

{
if (n !'= 0)
puts ("Try again?\nAll you need is a dollar, and a dream.");
else
puts ("You win $3000!");
}
int main (void)
{ .
int n;

srand (time (0));

n=rand () % 10;

printf ("Your number is %d\n", n);
drawing (n);

return 0O;

FES]

gdb R AT AR kIR RAL T o 3 T AMS PAL 5 69 — 2 ARG o
BAEERT » gdbRAR B Kpm BALF 89 o TRB R SATHA/ KA TE ¢

$ gcc -write ./a.out
(gdb) show write
Writing into executable and core files is on.

AT LG Y o AR b AL E I E A AL

(gdb) set write on
(gdb) file ./a.out



BHETR EARILCH :

(gdb) disassemble /mr drawing
Dump of assembler code for function drawing:

5 {
OX00000OOOOE400642 <+0>: 55 push %rbp
OXx00000OOOOE400643 <+1>: 48 89 e5 mov %rsp, %rbop
OX00000OOOOO400646 <+4>: 48 83 ec 10 sub $0x10, %rsp
OX0000OOOOOO40064a <+8>: 89 7d fc mov %edi, -0x4(%rbp)
6 if (n '= 0)
0x000000000040064d <+11>: 83 7d fc 00 cmpl $0x0, -Ox4 (%rt
OX00000OOOOO400651 <+15>: 74 Oc je 0x40065f <drawing+:
7 puts ("Try again?\nAll you need is a dollar, and a dream.'
OX00000OOOOE400653 <+17>: bf ed0 07 40 00 mov $0x4007e0,
OX0000OOOOOO400658 <+22>: e8 b3 fe ff ff callg 0x400510 «
OXx000000OEOEN40065d <+27>: eb Oa jmp 0x400669 <drawing+:
8 else
9 puts ("You win $3000!");
OXx00000NEOEN40065F <+29>: bf 12 08 40 00 mov $0x400812,
OX0000000000400664 <+34>: e8 a7 fe ff ff callg 0x400510 -
10 }
OX000000OOOO400669 <+39>: c9 leaveq
OX0000000OO040066a <+40>: c3 retq

End of assembler dump.

{ R— >

TR ST S SO SRSy,



(gdb) set variable *(short*)0x400651=0x0ceb
(gdb) disassemble /mr drawing
Dump of assembler code for function drawing:

bp

sub

%rsp, %rbp
$0x10, %rsp
%edi, -0x4(%rbp)

cmpl  $0x0, -0x4(%rt
0x40065f <drawing+:

is a dollar, and a dream.'

5 {
OX00000OOOOE400642 <+0>: 55 push %r
OXx00000OOOOE400643 <+1>: 48 89 e5 mov
OXx00000OOOO0400646 <+4>: 48 83 ec 10
OXx00000OOOOO40064a <+8>: 89 7d fc mov

6 if (n '= 0)
0x000000000040064d <+11>: 83 7d fc 00
OX00000OOOOO400651 <+15>: eb Oc jmp

7 puts ("Try again?\nAll you need
OX00000OOOOO400653 <+17>: bf ed0 07 40 00
OX0000OOOOOO400658 <+22>: e8 b3 fe ff ff
0Xx000000OEOEN40065d <+27>: eb 0a jmp

8 else

9 puts ("You win $3000!");
OXx00000NOOEN40065F <+29>: bf 12 08 40 00
OX000000OOO0400664 <+34>: e8 a7 fe ff ff

10 3
OX000000OOOO400669 <+39>: c9 leaveq
OX000000000040066a <+40>: c3 retq

End of assembler dump.

J

mov $0x4007e0,
callg 0x400510 «

0x400669 <drawing+:

mov $0x400812,
callg 0Ox400510 «

TAEE] » AR 4 L AWM N £ EHFHESmp” T °

B BT

$

./a.out

Your number is 2
You win $3000!

1 4 gdb Tt

i =
n

Xmj

AR


https://sourceware.org/gdb/onlinedocs/gdb/Patching.html#Patching
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#include <stdio.h>
#include <signal.h>

void handler(int sig);

void handler(int sig)

{
signal(sig, handler);
printf("Receive signal: %d\n", sig);

}

int main(void) {
signal (SIGINT, handler);
signal (SIGALRM, handler);

while (1)
{
sleep(1);
}
return 0O;

 ES]

}ﬂgdbiﬂﬂ%ﬁ Bf o TRAM“ i signals "4 (H#A“ i handle "#@
A i & info ¥4 %5) é%‘gdbﬁnﬁkﬁ A2 E| 8913 5

(gdb) i signals

Signal Stop Print Pass to program Description
SIGHUP Yes Yes Yes Hangup
SIGINT Yes Yes No Interrupt
SIGQUIT Yes Yes Yes Quit

SIGALRM No No Yes

Alarm clock



%—R ( signal ) :AFTHEAMET o

%= ( stop ) @ ATHERNEFTANEGET LA » gdbET LY 1242
5 o

H= ( Print ) : R FWEROREA G5 X AR > gdbE T A 4T 48
TR

%mR ( pass to program ) :gdb&E &I AME T K AWIRRGES

% B ( Description ) :{E5#)fiifZ 8 o

L@ BT AF 2] » 4 SIGINT 125 R A8 » gdb & H1F#RA XGRS » 4T
frAe X1 8 2R Al X M T R AR AEF o MY SIGALRM 12 5 & A »
gdb R &AM R R FL T - B RATH A K13 & 0 24 le X AME 5 R SRR R
B o

B FhgdbR X L@ ey F )5 o Bl AAL—/N255 0 S K% SIGINT # SIGALRM 13
SRR R BT

Program received signal SIGINT, Interrupt.
Oxfeeeae55 in ___nanosleep () from /lib/libc.so.1
(gdb) c

Continuing.

Receive signal: 14

VLA BLE] SIGINT B » BFH12T » B TS84 ZA

fe, SIGINT 25 X m#BELE (BFEZAME) - MmiIk?] SIGALRM 15 58 » £ 5
B > WEAHBIZF15 8 > 1298 SIGALRM B 5 X B #ABLHET (ZFITH
Ti#d) o

% RgdbF#t.

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Signals.html

N

T RANEL YIS
7] -F

#include <stdio.h>
#include <signal.h>

void handler(int sig);

void handler(int sig)

{
signal(sig, handler);
printf("Receive signal: %d\n", sig);

}

int main(void) {
signal(SIGHUP, handler);

while (1)
{
sleep(1);
}
return 0O;

FES]

FgdbiR X425 8 » T AR handle signal stop/nostop "4 X E %155 &4
i o XL H AR 8 34T > A EE@ALF A B

o



(gdb) i signals

Signal Stop Print Pass to program Description
SIGHUP Yes Yes Yes Hangup
(gdb) r

Starting program: /datal/nan/test
[Thread debugging using libthread_db enabled]
[New Thread 1 (LWP 1)]

Program received signal SIGHUP, Hangup.
[Switching to Thread 1 (LWP 1)]

Oxfeeeae55 in ___ _nanosleep () from /lib/libc.so.1
(gdb) c

Continuing.

Receive signal: 1

TUAAE > KIRNEILT » £ 4 SIGHUP 125 B » gdb & H #2589 AT » HATH Ik
|42 5 80913 B o LB F B MAT continue A4S T HMAT o

# Tk A“ handle SIGHUP nostop "4 1% & % SIGHUP 135 X A8 » gdb % 1%
B AT T

(gdb) handle SIGHUP nostop

Signal Stop Print Pass to program Description
SIGHUP No Yes Yes Hangup
(gdb) c

Continuing.

Program received signal SIGHUP, Hangup.
Receive signal: 1
TAAE] o BFIE] SIGHUP 135 K AR » BA 1% » M THREHAT o

o RABWE X ATE94T4 » F1“ handle SIGHUP stop ”vP/‘EP'T FREZNGL XL
E stop #FIE > KA LEE print (XT print » HHERET A AR EE

TS R) o
% Rgdb T 7t

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Signals.html

FEARARESGHIAREITRE
7] -F

#include <stdio.h>
#include <signal.h>

void handler(int sig);

void handler(int sig)

{
signal(sig, handler);
printf("Receive signal: %d\n", sig);

}

int main(void) {
signal(SIGHUP, handler);

while (1)
{
sleep(1);
}
return 0O;

FES]

A gdb XA 58 > T A handle signal print/noprint "4 4% & %155 X
A RGITHETE L AL @R A



(gdb) i signals

Signal Stop Print Pass to program Description
SIGHUP Yes Yes Yes Hangup
(gdb) r

Starting program: /datal/nan/test
[Thread debugging using libthread_db enabled]

[New Thread 1 (LWP 1)]

Program received signal SIGHUP, Hangup.
[Switching to Thread 1 (LWP 1)]

Oxfeeeae55 in ___ _nanosleep () from /lib/libc.so.1
(gdb) c

Continuing.

Receive signal: 1

TUAAE > KIRNEILT » £ 4 SIGHUP 125 B » gdb & H #2589 AT » HATH Ik
|42 5 80913 B o LB F B MAT continue A4S T HMAT o

# T kA" handle SIGHUP noprint "4 4% & % SIGHUP 155 R A » gdb 4T
ﬁp’f ’5{‘: loN j}tL’fT'ﬁU

(gdb) handle SIGHUP noprint

Signal Stop Print Pass to program Description
SIGHUP No No Yes Hangup
(gdb) r

Starting program: /datal/nan/test
[Thread debugging using libthread_db enabled]

Receive signal: 1

FRIEZNL > XE noprint BRI A 2 BKIAL SR E nostop ° TEAF » 5
JXF| SIGHUP 1585 X A0 » ZA Y% » WEAITHIZ 5138 - mA%EHIT o

4o R E X ATE94T4 > A“ handle SIGHUP print "#4-BP T o

% Rgdb T 7.

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Signals.html

TEAANAETIESELEBFLHE
Gilksn

#include <stdio.h>
#include <signal.h>

void handler(int sig);

void handler(int sig)

{
signal(sig, handler);
printf("Receive signal: %d\n", sig);

}

int main(void) {
signal(SIGHUP, handler);

while (1)
{
sleep(1);
}
return 0O;

FES]

A gdbi8 X A2 5B > 7T A

J“ handle signal pass(noignore)/nopass(ignore) "4 4% E %155 K4
i 2GRz 5 A8 RFLAE LT pass 7 noignore & LA

Fl * nopass ## ignore & LAAF] o A L @A 5



(gdb) i signals

Signal Stop Print Pass to program Description
SIGHUP Yes Yes Yes Hangup
(gdb) r

Starting program: /datal/nan/test
[Thread debugging using libthread_db enabled]
[New Thread 1 (LWP 1)]

Program received signal SIGHUP, Hangup.
[Switching to Thread 1 (LWP 1)]

Oxfeeeae55 in ___ _nanosleep () from /lib/libc.so.1
(gdb) c

Continuing.

Receive signal: 1

TAEE] > KINFERLT » K4 SIGHUP 13 ' gdbadefs 5 H AR FAHE o

7 i
# Tk JA“ handle SIGHUP nopass "4 4% & % SIGHUP 155 X A8 > gdbF4efz
TELRFAE > PATT

(gdb) handle SIGHUP nopass

Signal Stop Print Pass to program Description
SIGHUP Yes Yes No Hangup
(gdb) c

Continuing.

Program received signal SIGHUP, Hangup.
Oxfeeeaeb5 in ___ _nanosleep () from /lib/libc.so.1
(gdb) c

Continuing.

TAKEE] 0 SIGHUP 135 R A B » #2 5 % A 47 ¥ “Receive signal: 1”7 » #L8Agdb & A
lefz 5 28R o

4o R E X ATE94T4 > M“ handle SIGHUP pass "# 4B ¥ o

% Rgdb T 7t

nanxiao
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#include <stdio.h>
#include <signal.h>

void handler(int sig);

void handler(int sig)

{

signal(sig, handler);
printf("Receive signal: %d\n", sig);

}

int main(void) {
signal(SIGHUP, handler);

while (1)
{
sleep(1);
}
return 0;

FES]

M gdbiB XA 6 TAZ T » B RALFAEEE » T
24

¢ signal signal_name " &1L P Y LIEST B L T LT REE T

A2 5 A 1)

(gdb) r

"/datal/nan/test' has changed; re-reading symbols.
Starting program: /datal/nan/test

[Thread debugging using libthread_db enabled]
AC[New Thread 1 (LWP 1)]

Program received signal SIGINT, Interrupt.
[Switching to Thread 1 (LWP 1)]

Oxfeeeae55 in ___ _nanosleep () from /lib/libc.so.1
(gdb) signal SIGHUP

Continuing with signal SIGHUP.

Receive signal: 1



N

TAA S » BALFH1E)6 » #4T signal SIGHUP 44 » gdba % %1 5 A2 5 4
3% o

S

TR signal @ AR R F EH BT ERRLFMEMETLHE - A LD
25 A1)

Program received signal SIGHUP, Hangup.
Oxfeeeae55 in ____nanosleep () from /lib/libc.so.1
(gdb) signal 0

Continuing with no signal.

TUAF] > SIGHUP 155 K A B » gdbf®{E T2 5 » 2L TIAT

T“ signal @ "4 BTG E#HE/T/E » FFRAKE SIGHUP 155 ©

1% A signal " 4F=ieshel3fFiE A kill 4L PR EEFTORILET @ £
shellFR55iE Al kill 485 X #EE 5 > gdo2aRIE S AT R E AT L ERES
RS RAR > WAL signal ¢4 N AR TR L HA o

& Wgdb T #t.

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Signaling.html#Signaling

1% A “$ _siginfo” % =
¢ihen

#include <stdio.h>
#include <signal.h>

void handler(int sig);

void handler(int sig)

{
signal(sig, handler);
printf("Receive signal: %d\n", sig);

}

int main(void) {
signal(SIGHUP, handler);

while (1)
{
sleep(1);
}
return 0O;

FES]

f k&5 E (tdelinux) B AgdbiARAEF » S HE T RAN » gdbefels 5%
AP AT > TR $_siginfo T ERBM— LI A X LA T 69158 > K
iz BT kernel HA12 5 A RN o A EEALF AP



Program received signal SIGHUP, Hangup.
0x00000034e42acccO in _ nanosleep_nocancel () from /1ib64/1libc.so.¢
Missing separate debuginfos, use: debuginfo-install glibc-2.12-1.1
(gdb) ptype $_siginfo
type = struct {
int si_signo;
int si_errno;
int si_code;
union {
int _pad[28];
struct {...} _kill;
struct {...} _timer;
struct {...} _rt;
struct {...} _sigchld;
struct {...} _sigfault;
struct {...} _sigpoll;
} _sifields;
¥
(gdb) ptype $_siginfo._sifields._sigfault
type = struct {
void *si_addr;
}

(gdb) p $_siginfo._sifields._sigfault.si_addr
$1 = (void *) Ox850e

/ 1 0
EATAT 2 $_siginfo T EFEA AR 69 LA » BT A% 5] & 5 6944 o
% RgdbF 7t

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Signaling.html#Signaling
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1§

#include <hiredis/hiredis.h>

int main(void)

{
char a[1026] = {0};
redisContext *c = NULL;
void *reply = NULL;
memset(a, 'a', (sizeof(a) - 1));
Cc = redisConnect("127.0.0.1", 6379);
if (NULL != c)
{
reply = redisCommand(c, "set 1 %s", a);
freeReplyObject(reply);
reply = redisCommand(c, "get 1");
freeReplyObject(reply);
redisFree(c);
}
return 0O;
3

FES]

{£ F1" info sharedlibrary regex "4 4T VAL AL 5 ho 69 & T EAZ B o
EF regex TUREMEAKN » EALTLFHAE regex R FHBEE « R
BAH regex ° MIEATA G E o L L @ALF A Bl



J

(gdb) start

Temporary breakpoint 1 at 0x109f0: file a.c, line 5.
Starting program: /export/home/nan/a
[Thread debugging using libthread_db enabled]

[New Thread

1 (LWP 1)]

[Switching to Thread 1 (LWP 1)]

Temporary breakpoint 1, main () at a.
char a[1026]

5

(gdb) info sharedlibrary

From

Oxff3b44a0
Oxff3325f0
Oxff3137f0
oxff215fd4
oxffoea3a20
Oxff320400
(*): Shared

To

Oxff3e3490
Oxff33d4b4
Oxff31a9f4
Oxff28545c
oxffi4fedc
Oxff3234c8
library is

Cc

:5
{0};

Syms Read Shared Object Library
Yes (*) /usr/lib/1d.so.1
Yes /usr/local/lib/libhiredis.so.0
Yes (*) /1lib/libsocket.so.1
Yes (*) /1lib/1libnsl.so.1
Yes (%) /1lib/libc.so.1
Yes (*) /platform/SUNW, UltraAX-i2/1ib/.
missing debugging information.

1] 2

TUAER D B A B RS R &« "RATEHVIARIEE
B ST vAAE A OB ] & ik R -

J

(gdb) i sharedlibrary hiredi*

From

To

Syms Read

Oxff3325f0 Oxff33d4b4 Yes

Shared Object Library
/usr/local/lib/1ibhiredis.so0.0

1] 2

TREB A ET —ANEZE o

RgdbF #t.

nanxiao


https://sourceware.org/gdb/current/onlinedocs/gdb/Files.html#index-shared-libraries
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& & gdb init s 2

#*73

%gdb #h A 0 2 EIHOMER &A= 38T B F T 8989 B B SUAF » AT E@magard o
XA LA A gdbinit” ©

BT A P A > T HUE  gdbinit’ 8 — L& B

# ITPSTLE R TR

python

import sys

sys.path.insert(0, "/home/xmj/project/gcc-trunk/libstdc++-v3/pythot
from libstdcxx.v6.printers import register_libstdcxx_printers
register_libstdcxx_printers (None)

end

# WRGHE s
set history filename ~/.gdb_history
set history save on

# BENRITRTEE
set confirm off

# B RORA XA AT A 4
set print object on

# ITPP ey k3 T An
set print array-indexes on

# FRATIT I — AN AR AR R
set print pretty on

J S

AT o

TR

Xmj



BT A 77 X ARAT oy A STAF
%] -F

#include <stdio.h>

typedef struct

{ .
int a,;
int b;
int c;
int d;
}ex_st;

int main(void) {
ex_st st = {1, 2, 3, 4};
printf("%d,%d,%d,%d\n", st.a, st.b, st.c, st.d);
return 0O;

 ES]

gdb L e By AL A Ay - —HER @agdb 8 F a4 69 A > 4 gdbinit”sT
B> Bgdbi B A » shAMAT gdbinit’ A T #4245 skob » gdbif X H R T — i
1B F 5B A (thdepython) o

gdb/l“ set script-extension "4k R E dAT A A& X Sk ARAT Y R SUAE o BT A
3MA

a) off : BTA 8By A SUAHAR AR AT sgdb 89 4 4P A

b) soft :ARIEMRIHY B E kT 4o lT M MR o 4o Rgdb I AF AT X A Rp A
%% (Hdepython) o 3hixiXA41EF BT o T N shde oy &M RARAT 5

c) strict :AREMARIHY B L kT 4ol BT R o 4o R gdb I 45 AR AT X A0 Ry
KB F (Hudepython) o shixiX A& 3 BT 0 TN F BT

AL @A 5 Al o #ATIR K



(gdb) start
Temporary breakpoint 1 at 0x4004cd: file a.c, line 12.

Starting program: /data2/home/nanxiao/a

Temporary breakpoint 1, main () at a.c:12
12 ex_st st = {1, 2, 3, 4};

(gdb) q
A debugging session is active.

Inferior 1 [process 24249] will be killed.

Quit anyway? (y or n) vy

T BlgdbiR B i RUAATASRTHAF £ERY -

T@E— M AH (gdb.py) ° E2AEE—gdba 4 0 F & EEHpythonky
A o ik LR Hgdbif R4 F

set confirm off

FHRFEER

(gdb) start
Temporary breakpoint 1 at 0x4004cd: file a.c, line 12.

Starting program: /data2/home/nanxiao/a

Temporary breakpoint 1, main () at a.c:12
12 ex_st st = {1, 2, 3, 4};
(gdb) show script-extension
Script filename extension recognition 1is "soft".
(gdb) source gdb.py
File "gdb.py", line 1
set confirm off
7AN

SyntaxError: invalid syntax

T VA% B|“ script-extension "EIAMAA soft » #ET ki

17" source gdb.py ", &4 Mpyhtonid S A 47gdb.pySTHF » 2% i T 1AL 4+ 5 A
& —Agdbd AR > BT VLR 4 o

APAT—R



(gdb) start

Temporary breakpoint 1 at 0x4004cd: file a.c, line 12.
Starting program: /data2/home/nanxiao/a

Temporary breakpoint 1, main () at a.c:12
12 ex_st st = {1, 2, 3, 4};
(gdb) set script-extension off

(gdb) source gdb.py

(gdb) g
[root@linux:~]%

KR script-extension A A off » FT VAN KA &dkgdb &My A ARAT »
A B KRB AR A AT o

% Rgdb

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Extending-GDB.html

RG L
E&]

Egdb o kR TARE T &4 Aty o ART AR it 4o T A Rk BARRE T L6

A

(gdb) set history save on

2% b A REALT ZA7 B & T 89.gdo_history ST F o kil id 4= T
ARk E&%—ﬁ‘\ﬁ by LA Fo 8642

(gdb) set history filename fname
A > AR A ASG 4B SHOME/.gdbinit ST F

set history filename ~/.gdb_history
set history save on

¥7T 0 TREAHdbE » RMT R EHERE A B LFAT o
#H 4 Rgdb T A

TR

Xmj


https://sourceware.org/gdb/onlinedocs/gdb/Command-History.html#Command-History
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#include <stdio.h>
#include <time.h>

int main(void) {
time_t now = time(NULL);
struct tm local = {0};
struct tm gmt = {0},

localtime_r(&now, &local);
gmtime_r (&now, &gmt);

return 0O;

 ES]

Aitgdb R A AT ALB R XA E (o XHEBAT > F%) > T TA
Fl directory 4% EE KR LAFHBZ - A L@BEFAH]

(gdb) start
Temporary breakpoint 1 at 0x400560: file a.c, line 5.
Starting program: /home/nan/a

Temporary breakpoint 1, main () at a.c:5

5 a.c: No such file or directory.

(gdb) directory ../ki/

Source directories searched: /home/nan/../ki:$cdir:$cwd

(gdb) n

6 struct tm local = {0};
(gdb)

7 struct tm gmt = {0},

(gdb)

9 localtime_r(&now, &local);
(gdb)

10 gmtime_r(&now, é&gmt);
(gdb) q

TAEKE| 0 4R directory (& dir )4k ERLAFGEKE ZE > gdbiL T
VAR HufBAT o X AL T o



4o RA % f£gdb B #H Bt > JeBcodetiL B o # AR AEgdb T BRI AGTSL > T A
1% Flgdb®) -d %%k

gdb -q a.out -d /search/code/some

% gdb - #t.

nanxiao


https://sourceware.org/gdb/onlinedocs/gdb/Source-Path.html
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#include <stdio.h>
#include <time.h>

int main(void) {

 ES]

ARRARFE » RARBIHTHREESI L CHTHERT o sbbid T id
Jl set substitute-path from to # 4 X EHIIHF L ( to ) BFH#Hkw

( from )

time_t now = time(NULL);
struct tm local = {0};
struct tm gmt = {0};

localtime_r(&now, &local);
gmtime_r (&now, &gmt);

return 0O;

o YA L ®mALF A1) :

(gdb) start

Temporary breakpoint 1 at 0x400560: file a.c, line 5.

Starting program: /home/nan/a

Temporary breakpoint 1, main () at a.c:5
a.c: No such file or directory.
(gdb) set substitute-path /home/nan /home/ki

5
(gdb) n
6

(gdb)
7

(gdb)
9

(gdb)
10

(gdb)
12

struct tm local = {0};
struct tm gmt
localtime_r(&now, &local);

gmtime_r(&now, &gmt);

return 0;



PR B AR CTLES R /home/ki EALHF LT T » AThgdbdk T3] R T
# o 4 A set substitute-path /home/nan /home/ki 4 41% &R X H65E K H
%5 » gdbak T VAIE ¥ HuAZAT B AKED T o

% Rgdb 7t
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#include <stdio.h>

void funl(void)

{
int i = 0;
i++;
i=1*2;
printf("%d\n", 1);
}
void fun2(void)
{
int j = 0;
funi();
Jt+;
J=3%*2;
printf("%d\n", j);
}
int main(void)
{
fun2();
return 0,
}

 E&]

}éﬁ]gdbﬂf’%gi“ -tui ”7}?‘#( (1'5']'!(0: gdb -tuil program > ’ j}'(‘;g-gé,f—]—gdbjiﬁi
C'J,fi)ﬂ“ Crtl+X+A ”gﬂ/a\’é}g ’ %ﬁq‘yxi&)\@ﬁjﬁ'bi}%iﬁﬁ@ ° VXi)%ig\“__tfﬁﬁg‘z/%jb{ﬁJ .



—a.cC
17 j++;

18 j=3"2

19 printf("%d\n", j);
20 }

21

22 int main(void)

23 {

B+>|24 fun2();

25 return 0O;

26 }

27

28

29

30

31

32

native process 22141 In: main

Type "apropos word" to search for commands related to "word"...
Reading symbols from a...done.

(gdb) start

Temporary breakpoint 1 at 0x40052b: file a.c, line 24.

Starting program: /home/nan/a

Temporary breakpoint 1, main () at a.c:24
(gdb)

J — 1

TAER » LT AR FORRET > FEWRTHREITET > PC T4 5691
BB EBALE IR T DAL Z F CrtleXx+A "HA4E o
% Rgdb T 7.

nanxiao
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LRI RAE o
%] 1

#include <stdio.h>

void funi(void)

{
int 1 = 0;
i++;
i=1%*2;
printf("%d\n", 1i);
}
void fun2(void)
{
int j = 0;
funl();
Jt+;
j=3*2
printf("%d\n", j);
}
int main(void)
{
fun2();
return 0O;
}

 E&]

1% Flgdb B ALK @Bt » T A& A layout asm "4 R RICAHREE 2 o L
# R @R A B



|
>|0x40052b <main+4> callg 0x4004f3 <fun2>
0x400530 <main+9> mov $0x0, %eax
0x400535 <main+14> leaveq
0x400536 <main+15> retq
0x400537 nop
0x400538 nop
0x400539 nop
0x40053a nop
0x40053b nop
0x40053c nop
0x40053d nop
0x40053e nop
0x40053f nop
0x400540 <__libc_csu_fini> repz retq
0x400542 datal6é datal6é datal6 datal6é noj
0x400550 <_ libc_csu_init> mov %rbp, -0x28(%rsp)

native process 44658 In: main

(gdb) start
Temporary breakpoint 1 at 0x40052b: file a.c, line 24.
Starting program: /home/nan/a

Temporary breakpoint 1, main () at a.c:24
(gdb)

{ S— >

TUAEE > 7T SATHRF LR o
R L FTRARD » XA L TICHRAD > TME A layout split "4 4 :




—a.cC
>|24 fun2();
25 return 0;
26 }
27
28
29
30
>|0x40052b <main+4> callg 0x4004f3 <fun2>
0x400530 <main+9> mov $0x0, %eax
0x400535 <main+14> leaveq
0x400536 <main+15> retq
0x400537 nop
0x400538 nop
0x400539 nop
0x40053a nop

native process 44658 In: main

(gdb) start

Temporary breakpoint 1 at 0x40052b: file a.c, line 24.
Starting program: /home/nan/a

Temporary breakpoint 1, main () at a.c:24

(gdb)
d ] i
TAE B @ %8RB » @ R 6 R A o
% RgdbF#t.

nanxiao
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#include <stdio.h>

void funi(void)

{
int 1 = 0;
i++;
i=1%*2;
printf("%d\n", 1i);
}
void fun2(void)
{
int j = 0;
funl();
Jt+;
j=3*2
printf("%d\n", j);
}
int main(void)
{
fun2();
return 0O;
}

 E&]

1% Flgdb B AL R R S+ @Bt » =T AL A layout regs
R E®@mARF A



—Register group: general
rax 0x34e4590f60 227169341280 rbx
rcx 0x0 0 rdx
rsi ox7fffffffe4a8 140737488348328 rdi
rbp ox7fffffffe3coO ox7fffffffe3coO rsp
rg 0x34e4581300 227169334016 ro
rio ox7fffffffe210 140737488347664 rili
ri2 0x4003e0 4195296 ri3

17 j++;

18 j=3* 2

19 printf("%d\n", j);

20 }

21

22 int main(void)

23 {

>|24 fun2();

native process 12552 In: main

Reading symbols from a...done.

(gdb) start

Temporary breakpoint 1 at 0x40052b: file a.c, line 24.
Starting program: /home/nan/a

Temporary breakpoint 1, main () at a.c:24
(gdb)

J — 1

TAEE > LFRTHEAFHEENAL -
WwRBEFFEFHE » TAMEA tui reg float "4 :




—Register group: float

Sto 0 (raw Ox0000000000OCOEOEOEN0)
st1l 0 (raw 0x00000000000000000000)
st2 0 (raw Ox00000000000000000000)
st3 0 (raw 0x00000000000000000000)
st4 0 (raw Ox00000000000000000000)
st5 0 (raw 0x00000000000000000000)
sté 0 (raw 0x00000000000000000000)

16 funi();

17 j++;

18 j=3* 2

19 printf("%d\n", j);

20 }

21

22 int main(void)

23 {

native process 12552 In: main
Temporary breakpoint 1 at 0x40052b: file a.c, line 24.
Starting program: /home/nan/a

Temporary breakpoint 1, main () at a.c:24
(gdb) tui reg float

J R
5

“ tui reg system "# 4 %

1

kv
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—Register group: system

orig_rax OXffffffffffffffff -1
16 funi();
17 j++;
18 j=37%2
19 printf("%d\n", j);
20 }
21
22 int main(void)
23 {

native process 12552 In: main

Temporary breakpoint 1, main () at a.c:24
(gdb) tui reg system

(gdb

)

| — o]
Bo#@ L rARFHENE > TAEA tui reg general "4 :
—Register group: general
rax 0x34e4590160 227169341280 rbx (0D
rcx 0x0 0 rdx 0)
rsi Ox7fffffffed4a8 140737488348328 rdi (0D
rop Ox7fffffffe3cO Ox7fffffffe3cO rsp 0)
r8 0x34e458f300 227169334016 ro (0D
rio Ox7fffffffe210 140737488347664 rlil 0y
ri2 Ox4003e0 4195296 ri3 0)
16 funl();
17 Jj++;
18 J =372
19 printf("%d\n", j);
20 }
21
22 int main(void)
23 {

native process 12552 In: main
(gdb) tui reg general

(gdb
«

)
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#include <stdio.h>

void funi(void)

{

}

int 1 = 0;

i++;
i=1%*2;

printf("%d\n", 1i);

void fun2(void)

{

}

int j = 0;

funi();

Jt+;

j =372
printf("%d\n", j);

int main(void)

{

 E&]

fun2();
return 0O;

1l gdo B 7 L0 X R @ B » T w4k

A“ winheight <win_name> [+ | -]count

n AN AL

Mg

BEE 2 K] ( winheight 4%

A win ° win_name TT¥AE src ~ cmd > asm A7 regs ) ° AR L@A2
oAl XA sre B R



—a.cC
17 j++;
18 j=3"2
19 printf("%d\n", j);
20 }
21 int main(void)
23 {
24 fun2();
B+>|25
return 0O;
26 }
27

native process 9667 In: main
Usage: winheight <win_name> [+ | -] <#lines>
(gdb) start

Temporary breakpoint 1 at 0x40052b: file a.c, line 24.

Starting program: /home/nan/a

Temporary breakpoint 1, main () at a.c:24

| E— o]
AT winheight src -5 "# 4G
—a.cC
17 j++;
18 j=3"%2
19 printf("%d\n", 3j);
20 }
21
22 int main(void)
23 {
>|24 fun2();
25 return 0;
26 3}
27
native process 9667 In: main
Usage: winheight <win_name> [+ | -] <#lines>
(gdb)
J E— o]

TUAABEO LT o
A& AT winheight src +5 "&r4 :



—a.cC
17 j++;

18 j=3"2

19 printf("%d\n", j);
20 }

21

22 int main(void)

23 {

>|24 fun2();

25 return 0O;

26 }

27

28

29

30

31

32

native process 9667 In: main

Usage: winheight <win_name> [+ | -] <#lines>

(gdb)
| E— o]
Tl B F DT RAE ¢
& Wgdb T #t.
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#*73

gdb# # 8413 Ao f£ BT T RBERGH XA T R F 69 RAs o 4RTREH &%
Ig)‘\% 9 gdbé@_&iﬁ;ﬁ lf‘t’m%&ig%u_u , i&i%“--”?

Ay > ZAAR T AT A o Bl

$ gdb -help
$ gdb --help

$ gdb -args ./a.out a b c
$ gdb --args ./a.out a b c

Ve > R ey o

TR

Xmj



FEHMLIERFZIZE

¥

#include <stdio.h>
#define NAME "Joe"
int main()

{
printf ("Hello %s\n", NAME);

return 0O;

}

#*

£ gcc -g RIFARNESF » TRALTLERS

M)
-
\3\\\,
(o
i~
Q>

(gdb) p NAME
No symbol "NAME" in current context.

*ﬁnﬁ‘%iﬁﬁgdbq’ é%f’fg'é‘ ’ T’TVX’{;{H gcc _93 j&,f—j—g%fi§

(gdb) p NAME
$1 = "Joe"

*THAEE R 644 > & Lgdb T4t

Xmj
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1% B 4ot 45 B X,

#*73

Egdb > RRRLRAARTEGGE > REFEE (F]) LAFERT o HLN
o REBAGER S L CSSAEL (F 0 RTAHL » BMLMMLH B
Tl AR EGEE A RRD o A £ FIREA PRITELE) o TR
tabd #AT A AR A o

AP S KRGS RN F—AFERTIA o ko

-> break
-> continue
-> delete
-> frame
-> info
jump
-> list
-> next
-> print
-> run

-> step
-> until

C»W T S KHEYWRE +HhQO O T
1
\%

LAEAE T AARIUAFEEG o pode

aw -> awatch

bt -> backtrace
dir -> directory
disas -> disassemble
fin -> finish

ig -> ignore

ni -> nexti

rw -> rwatch

si -> stepi

tb -> tbreak

wa -> watch

win -> winheight

A R AR AR 2 F AT E—RGG4A o

TR

Xmj
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£ gdb F it 4Tshell4r 4 F"make

#**3

RT VAT & FFgdb » B iEATshelld 4 2 e -
(gdb) shell 1s

2,

(gdb) !1s

RE > ""fa b ATERAEHE (B AEK) °
4 50T B ARAEMEIRF (build B )T RS 9842 > *T XL A 332 1Tmake :

(gdb) make CFLAGS="-g -00"
1 % Rgdb F #t

kA

Xmj

\=


https://sourceware.org/gdb/onlinedocs/gdb/Shell-Commands.html#Shell-Commands

£ gdb F #ATcdFrpwd &
#**3

AH)  gdbAA FE LAF XA AL RARKREA BICNAMF 25RO RAL -
A BIRE FHgdbX 5 0 RILE Bk TAF B & » A2 X F AR hgdbfy iH4%

(gdb) pwd

Working directory /home/xmj.
(gdb) cd tmp

Working directory /home/xmj/tmp.

& gdb 5 #t

Xmj


https://sourceware.org/gdb/onlinedocs/gdb/Working-Directory.html#Working-Directory

¥

$ gdb -g “which gdb"

Reading symbols from /home/xmj/install/binutils-gdb-git/bin/gdb. . .c
(gdb) r -q

Starting program: /home/xmj/install/binutils-gdb-git/bin/gdb -q
[Thread debugging using libthread_db enabled]

Using host libthread_db library "/1ib/x86_64-1inux-gnu/libthread_dt

(gdb)
{ S— >

#*

% 1% Flgdb sk A iXgdb 9 i 4% » B LR B AR T 0 TAH B R 5 XA Agdb :

$ gdb -g “which gdb"

Reading symbols from /home/xmj/install/binutils-gdb-git/bin/gdb.. .c
(gdb) set prompt (main gdb)

(main gdb) r -q

Starting program: /home/xmj/install/binutils-gdb-git/bin/gdb -q
[Thread debugging using libthread_db enabled]

Using host libthread_db library "/1ib/x86_64-1inux-gnu/libthread_dl

(gdb)
j E— 2

2% > X E set prompt (main gdb) ZRLA AR —AEHKE o

I 4 gdb Tt

Xmj

\=


https://sourceware.org/gdb/onlinedocs/gdb/Prompt.html#Prompt

% B AR KA

#*73

T fegdb it » il ig

e

R 38 AR T G 5 R 0 Bl

$ gdb -args ./a.out a b c

AT A gdb ¥ o i

kB E 0 Plhe

(gdb) set args a b c

(gdb) show args

Argument list to give program being debugged when it is started is

J

1

W VA fe BATAL B

(gdb) r a b

Starting program:

(gdb) show args

B

/home/xmj/tmp/a.out a b

2

Argument list to give program being debugged when it is started is

(gdb) r

Starting program:

1

/home/xmj/tmp/a.out a b

TUEE » AROEZHELT » TREFHABEES run 44 BT o

AENE > wREETR X

(gdb) set args
# 1 % Jgdb T At

TR

Xmj

BIL R RAE » REAH? R > Bk
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X ERR R IR L &
(lish

(gdb) u 309

Warning: couldn't activate thread debugging using libthread_db: Car
Warning: couldn't activate thread debugging using libthread_db: Cat
warning: Unable to find libthread_db matching inferior's thread 1lil

{ S— >

#*

#gdb¥ > TTAiA L 44 set env varname=value k% B IFRXAZF IR T
FoxtFL@megsF o M ETUIE —fi ik L F b5 kb Tk g
LD PRELOADR® L % :

set env LD_PRELOAD=/1ib/x86_64-1inux-gnu/libpthread.so.0

A& IANERREAE TR GHIEIFRT TR —H o i a4 v 2~/ gdbinit T
B SMTAT o

1 4 gdb Tt

Xmj
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#*73

1% help 447 X432l gdb g 44 815 &
(1) help ¥4 ThtEfT A LIFR G480 K

(gdb) help
List of classes of commands:

aliases -- Aliases of other commands

breakpoints -- Making program stop at certain points
data -- Examining data

files -- Specifying and examining files

internals -- Maintenance commands

obscure -- Obscure features

running -- Running the program

stack -- Examining the stack

status -- Status inquiries

support -- Support facilities

tracepoints -- Tracing of program execution without stopping the pi
user-defined -- User-defined commands

Type "help" followed by a class name for a list of commands in that
Type "help all" for the list of all commands.

Type "help" followed by command name for full documentation.

Type "apropos word" to search for commands related to "word".
Command name abbreviations are allowed if unambiguous.

j E— 2

2) Z4 A help class 4 » TUAFBIZAEKH| T A G 4695 Ky o)

(
b
g .
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(gdb) help data
Examining data.

List of commands:

append -- Append target code/data to a local file

append binary -- Append target code/data to a raw binary file
append binary memory -- Append contents of memory to a raw binary f
append binary value -- Append the value of an expression to a raw |
append memory -- Append contents of memory to a raw binary file
append value -- Append the value of an expression to a raw binary f
call -- Call a function in the program

disassemble -- Disassemble a specified section of memory

display -- Print value of expression EXP each time the program stoj
dump -- Dump target code/data to a local file

dump binary -- Write target code/data to a raw binary file

dump binary memory -- Write contents of memory to a raw binary file
dump binary value -- Write the value of an expression to a raw bin:

{ R— >

(3) ALTVAM help command 4 &4F %] 3k — A~ B4Ry &89 ik

(gdb) help mem
Define attributes for memory region or reset memory region handling
Usage: mem auto
mem <lo addr> <hi addr> [<mode> <width> <cache>],
where <mode> may be rw (read/write), ro (read-only) or wo (write-«
<width> may be 8, 16, 32, or 64, and
<cache> may be cache or nocache

j S— s

(4) F apropos regexp "4 &&KATA S regexp EM &k Xageprdiz & ¢

)

(gdb) apropos set

awatch -- Set a watchpoint for an expression

b -- Set breakpoint at specified line or function

br -- Set breakpoint at specified line or function
bre -- Set breakpoint at specified line or function
brea -- Set breakpoint at specified line or function
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it & MATgdb i) it £2
1 F

#include <stdio.h>
#include <wchar.h>

int main(void)

{
char stri[] = "abcd";
wchar_t str2[] = L"abcd";
return 0O;
}
F

Fgdb B XA2 5B 0 T l4E A set logging on "4 fedhiTgdbiy I A212 T T
%0 FAEG B T AE S AN o WA B ETHES gdb. txt " AT
A set logging file file "R F| 9.2 F o A L @A 5 A #) :



(gdb) set logging file log.txt

(gdb) set logging on

Copying output to log.txt.

(gdb) start

Temporary breakpoint 1 at 0x8050abe: file a.c, line 6.
Starting program: /datal/nan/a

[Thread debugging using libthread_db enabled]

[New Thread 1 (LWP 1)]

[Switching to Thread 1 (LWP 1)]

Temporary breakpoint 1, main () at a.c:6

6 char stri[] = "abcd";
(gdb) n

7 wchar_t str2[] = L"abcd";
(gdb) x/s stri

Ox804779f: "abcd"

(gdb) n

9 return 0O;

(gdb) x/ws str2

Ox8047788: U"abcd"

(gdb) q

A debugging session is active.
Inferior 1 [process 9931 ] will be killed.

Quit anyway? (y or n) vy

WATZE » EAlog.txt A ¢

bash-3.2# cat log.txt

Temporary breakpoint 1 at 0x8050abe: file a.c, line 6.
Starting program: /datal/nan/a

[Thread debugging using libthread_db enabled]

[New Thread 1 (LWP 1)]

[Switching to Thread 1 (LWP 1)]

Temporary breakpoint 1, main () at a.c:6

6 char stri[] = "abcd";

7 wchar_t str2[] = L"abcd";
0x804779f: "abcd"

9 return 0O;

0x8047788: U"abcd"

A debugging session is active.
Inferior 1 [process 9931 ] will be killed.

Quit anyway? (y or n)

=T VA% 3llog.txti¥ a3t & T gdb#y AT 42 -



3Loh set logging overwrite on " AT UL B E S AT B & 5 M@
“ set logging redirect on "# 4 4ikgdbfy B &R A4T Fp £ 4% o
% Rgdb 5 7t
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